Cellebrite *
ENTERPRISE
SOLUTIONS

DIGITAL INTELLIGENCE
SOLUTIONS GUIDE



OUR CHANGING WORLD MEETING TODAY'S CHALLENGES

Text message and conversation data are used in 95% of all corporate investigations as a key The sheer amount of data on computers and mobile devices combined with evolving

source of evidence. Extracting this data can be extremely challenging. compliance requirements are the key hurdles that must be overcome. When you then factor
In multiple communication methods—texts, calls, e-mails, apps, and social media activity—
that must be reviewed during an investigation, it's easy to see how digital intelligence, IT
security, and eDiscovery professionals can feel overwhelmed.
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THE CELLEBRITE

To meet the demands of our
changing world, businesses

need to rethink their approach to
digital data, how eDiscovery and
investigations are conducted, and
how digital evidence is shared and
used at each stage of the process.

Cellebrite’s Digital Intelligence
Platform for businesses is an

set of that
collectively optimize the activities of
all corporate and service provider
professionals.

The DI Platform allows businesses,
through consent, to lawfully access
the most data sources including
computer and mobile data, while
managing the flow and compliance
of the data and evidence. The data
can be analyzed and investigated
to provide actionable intelligence
or directly integrated with the
enterprise ecosystem such as
review platforms.

COLLECT & REVIEW

Access data from the most devices,

computers, digital platforms, and
applications - anytime, anywhere.

Digital
Sources &
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ANALYZE

Empower your entire organization with
the relevant evidence in a secure and
collaborative system.
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Enterprise Ecosystem

eDISCOVERY _

MANAGE

Create actionable intelligence from
vast amounts of data.
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CORPORATE INVESTIGATION
SOLUTIONS

As our reliance on digital technology grows, employees in all positions,
are finding new ways to use technology to commit corporate abuse. This
includes fraud, intellectual property theft, cyber and financial crimes,
email and Internet misconduct, sexual harassment and discrimination.

To keep their businesses secure, corporations need a solution that allows

Investigators to identify, collect, preserve, and examine data from multiple

digital sources, including computer and mobile, related to inappropriate
and illegal activity.

The Challenge

Corporate investigations are becoming increasingly complex:

o Personal and business technology use is blurred

o Workplace communication extends beyond computer use

e Mobile applications that promote collaboration aren’t always sanctioned

o Employees don't want to be separated from their devices for extended periods of time

The Solution

Cellebrite’s Corporate Investigation Solutions are designed to
safeguard businesses to mitigate threats to data security while
providing a powerful answer to address all investigation needs,

from computers, mobile devices, and the cloud.

e Collect data from multiple device types and profiles

o Build a complete picture to support or refute claims

e Surface specific and actionable evidence

e Manage your corporate investigations toolbox

o Translate textual content in more than 40 languages with

Cellebrite Smart Translator

+ Cellebrite UFED
\ > The industry standard for accessing

43

mobile data.

+ Cellebrite Physical Analyzer

From encrypted data to actionable
intelligence.

Cellebrite Commander

ﬁ+ Commanding the authority of tools &

&

S}

processes / Simplify the management of
your digital intelligence solution.

Cellebrite UFED Cloud

Unlock cloud-based evidence to solve
the case sooner.

Cellebrite Training

Participants learn the digital intelligence
process and how to perform data
extractions and share them with other
team members.
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Cellebrite Seeker

Capture, analyze and report all
video evidence.

Cellebrite Advanced Services

Our experts provide law enforcement agencies
with unmatched professional services to overcome
encryption mechanisms and complex locks.

Cellebrite Pathfinder

Find the path to insight through the
mountains of data.

Cellebrite Digital Collector

A powerful, 3-in-1 solution that provides
live-data acquisition, targeted-data
collection, and digital intelligence imaging.

Cellebrite Inspector

Smart, comprehensive analysis of employees’
computer systems for locally held documents,
communication history, and browser activity.
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The Challenge

The eDiscovery landscape is shifting beyond computer
digital intelligence:

e D IS COVE RY S 0 LUTI 0 NS o Custodians cannot be separated from their devices for extended periods of time

o Investigators need to access only the most relevant device data

. ’ : o Data extracted from mobile devices must be integrated into review platforms
The eDiscovery landscape is becoming more complex. Smartphones

are becoming more powerful while networks are providing far greater _ ; ™
connectivity. The volume of data and the number of different device * Data must be delivered in easy-to-read reports to meet timelines
types Is increasing rapidly. User data that was once stored on devices

is moving to the Cloud. The SOlUtiOﬂ

e Privacy concerns around the collection of digital data

Service providers need a solution that can streamline data collection,
including computer and mobile, and reduce processing times with
workflows that deliver results quickly to decrease overhead.

Cellebrite’s eDiscovery Solutions increase process efficiencies to support any type
of civil litigation by streamlining the collection and processing of data.
Review workflows and deliver results quickly to reduce overhead.

o Collect data from multiple device types and profiles including
computers

e Review ESI to reduce data and increase relevancy
o Streamline data integration with review platforms
e Manage your eDiscovery toolbox with ease

e Translate textual content in more than 40 languages with
Cellebrite Smart Translator

Cellebrite UFED

+
k , The industry standard for accessing
mobile data.

Cellebrite Advanced Services

. . *+ Our experts provide law enforcement
Cellebrite Physical Analyzer CAS agencies with unmatched professional
From encrypted data to actionable services to overcome encryption
intelligence. mechanisms and complex locks.

ﬁ+ Cellebrite Commander Legal View

\ )’ Commanding the authority of tools

& processes.

Seamlessly integrate mobile-device data into
your existing eDiscovery solution.

Cellebrite Digital Collector

A powerful, 3-in-1 solution that provides
live-data acquisition, targeted-data
collection, and digital intelligence imaging.

4+ Cellebrite UFED Cloud

< @) Unlock cloud-based evidence to solve

the case sooner.

Cellebrite Training Cellebrite Inspector

Smart, comprehensive analysis of employees’
computer systems for locally held documents,
communication history, and browser activity.

Participants learn the digital intelligence
process as well as how to perform data
extractions and share findings with other
team members.
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The Challenge

Detection and response are becoming more fundamental to

INCIDENT RESPONSE SOLUTIONS Cyher security threats;

e (ain access to relevant computer, mobile and cloud data

: _ e Quickly understand the impact of the attack
Businesses are exposed now more than ever to cyber and security

threats. These can be initiated by external hackers or internal
employees. Businesses should focus and respond to real-time threats
and incidents.

e Minimize the response time

e Analyze information from multiple sources (mobile, computer, network logs)

The variety of devices connected to the business network exposes .
multiple attack vectors. Malicious activity can be initiated from any of Th e S O LU t 10N
the endpoints the employee interacts with inside your network, from a

laptop to a company-issued mobile device Cellebrite Incident Response Solutions allow cyber and information security teams to proactively detect and

respond in a timely manner.

Businesses need a solution to efficiently and proactively handle cyber

) ) N\ o (ain access to the relevant mobile and computer data needed for analyzing a breach
and data exfiltration incidents.

e Initiate mobile malware detection
o Conduct root cause analysis using multiple sources of information

o Triage capabilities to identify compromised systems and analysis of system logs and memory

Cellebrite UFED

The industry standard for accessing
mobile data.

Cellebrite Physical Analyzer

From encrypted data to actionable
intelligence.

Cellebrite Advanced Services

Our experts provide law enforcement
agencies with unmatched professional
services to overcome encryption
mechanisms and complex locks.

Cellebrite Digital Collector

A powerful, 3-in-1 solution that provides
live-data acquisition, targeted-data
collection, and digital intelligence imaging.

Cellebrite Training Cellebrite Inspector

Participants learn the digital intelligence Smart, comprehensive analysis of employees’
process as well as how to perform data computer systems for locally held documents,
extractions and share findings with other communication history, and browser activity.
team members.

Cellebrite Solutions Guide 11




Your Trusted

Organizations need a trusted partner that can
provide the right guidance, tools, training, and
support to make them DI ready.

Here’s why partnering with Cellebrite makes
sense...

Cellebrite has been the global
leader in digital intelligence technology for more
than 20 years.

Our best-in-class products can extend
the power of your existing resources.

We stand beside you every step of the
way. Our experts get your teams up and running
quickly to discover the truth faster.

Cellebrite can help create the right digital
intelligence strategy for your team.

We Are

Cellebrite is never far away. Our Advanced Services team is always ready to assist on your most
challenging investigations.

England
Ottawa New Jersey Germany
. _Tennessee Virginia
California Israel J
Texas India apan
Singapore
Brazil

Australia



Cellebrite’s mission is to enable its customers to protect and save lives, accelerate justice and preserve privacy in
communities around the world. Cellebrite is the global leader in Digital Intelligence solutions for the public and
private sectors, empowering organizations to master the complexities of legally sanctioned digital investigations
by streamlining intelligence processes. Trusted by thousands of leading agencies and companies in more than 140
countries, Cellebrite’s Digital Intelligence platform and solutions transform how customers collect, review, analyze
and manage data in legally sanctioned investigations.

To learn more visit us at www.cellebrite.com and https://www.cellebrite.com/en/investors/.
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