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Format des rendez-vous &=

Votre rendez-vous d’échange
Proposer les sujets qui vous intéressent

Poser des questions techniques, si toutes ne
peuvent étre répondues elles le seront lors du
prochain rendez-vous.

Faites vous plaisir et échangez
Mettre 'hnumain au coeur de la technique

N’hésitez pas a présenter un sujet si vous le
souhaitez




Que faire en cas de pépin ?

En cas de perturbation technique :
mon portable +33 6 08 98 08 94
Pour toute question sur le théme (et les thémes a venir)

jean-philippe.noat@cellebrite.com
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INVESTIGATION SUR LE BLUETOOTH
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Intéréet de 'investigation sur Bluetooth

- Investigation sur accident

- Proximité avec un contact

- Prouver si un conducteur a été distrait avant la survenue d'un accident mortel
- Etaient-ils vraiment connectés a Bluetooth ?

- Comment peut-on en étre sir ?

- Qu'en est-il d'un appareil Bluetooth «vu»?
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Ou télécharger les images

- Le but est que vous puissiez faire vos propres recherches

- https://thebinaryhick.blog/2020/02/15/android-10-image-now-available/

- http://downloads.digitalcorpora.org/corpora/cell-phones/ios 13 4 1/

- Approche originale : on connait ce qui est fait au téléphone et a nous de
retrouver cela dans I'analyse.

.o.*
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Liste des bases de données / fichiers intéressants

- DarArchive/root/private/var/containers/Shared/SystemGroup/<GUID>/Library/Database/com.apple.Mobile
Bluetooth.ledevices.other.db

- DarArchive/root/private/var/containers/Shared/SystemGroup/<GUID>/Library/Database/com.apple.Mobile
Bluetooth.ledevices.paired.db

- DarArchive/root/private/var/containers/Shared/SystemGroup/<GUID>/Library/Preferences/com.apple.Mob
ileBluetooth.devices.plist

- Note: les fichiers WAL doivent bien sur étre investigués

.o.+
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Liste des bases de données / fichiers intéressants

- com.apple.MobileBluetooth.ledevices.other.db: Cette base de données garde trace des périphériques
« basses énergies »que I'iOS détecte a proximité. Cela inclut en particulier les périphériques qui restent
en mode hibernation sauf quand ils sont connectés. lls opérent a une fréquence différente du Bluetooth
normal. Ceux-ci incluent souvent des appareils d'exercice physique, des écouteurs et plus encore.

- com.apple.MobileBluetooth.ledevices.paired.db: Cette base de données garde trace des périphériques
basse énergie qui sont appairés avec le periphérique sous iOS (iPhone / iPad)

- com.apple.MobileBluetooth.devices.plist: Ce plist suit les appareils appairés et les dates et heures des
dernieres détections. C'est I'un des fichiers les plus importants nécessitant une attention
particuliére pour tout ce qui est information d’appairage !
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Dans les données du téeléphone

~ [0 containers (51662 files. 3.606.063 KB)

> [ Bundle (51086 files, 3,532,499 KB)

> O Data (44 files, 8,184 KB)

v 3O Shared (532 files, 65.379 KB)

v [ systemGroup (532 files, 65,379 KB)

1CC899CC-CD20-4F7B-ATOE-638F6FCAAADA (1 file, 1 KB)
TEBDDEOT-ABG37-4628-8A28-3E1ETF4TB623 (1 file. 1 KB)
8D1FDDF8-CCOC-4645-AEA0-88A242D3A91A (2 files. 1 KB)
26ECBT3E-9B6D-4340-9E0C-T437382F2EBA (2 files, 443 KB)
S7TEAE2BC-99D9-4AF6-9167-83ABF7TESB4DAB (1 file, 1 KB)
TT4A13CA-9379-4875-86DD-89B22A1BOFEQ (2 files, 1 KB)
994DFF21-BD24-4EAE-BE23-C9138BADBAYET (2 files, 1 KB)
5367TB3TE-FI7D-4359-AAE2-C15D8CA2D329 (1 file, 1 KB)

o
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9140AD4D-45D5-49D5-8AA8-1CD264CF295D (8 files, 2,424 KB)
~ [ Library (7 files, 2,424 KB)
O cCaches (0 files, 0 KB)

v [0 Database (6 files, 2,417 KB)
com.apple.MobileBluetooth.ledevices.other.db
com.apple.MobileBluetooth.ledevices.other.db-shm
com.apple.MobileBluetooth.ledevices.other.db-wal
com.apple.MobileBluetooth.ledevices.paired.db
com.apple.MobileBluetooth.ledevices.paired.db-shm

com.apple.MobileBluetooth.ledevices.paired.db-wal
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Dans Physical Analyzer

‘Connectivity nature ¥ |,

Detected
N T T -
AirPods Pro Headset 13/04/2020 12:28
Detected
Unknown
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Dans Physical Analyzer

et
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Hue Lamp

Hue Lamp

Office

This Is’s Apple Watch

Charge 3

Josh's AirPods

AirPods Pro

Apple Watch

Apple Watch

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Headset

Headset

Unknown

Unknown

. Paired

.| Paired

. Paired

. Paired

. Paired

. Paired

. Detected

. Paired

. Paired

. Paired

. Detected
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Dans PA en triant par apparell

104 Josh's AirPods Unknown Bluetooth Address Public 7C:04:D00:89:89
105 Josh's AirPods Headset Bluetooth Address 7C:04:D0:89:8%:A0
106 Josh's AirPods Headset 30/03/2020 09:14 Bluetooth Address 7C:04:00:89:3%:A0

Un périphérique peut étre détecté et plus tard appairé a votre appareil sous iOS.

Ici on voit que les airpods de Josh ont été appairés (Line 105) et la derniére détection date du
30 mars 2020 a 9h14 (TZ ?)

Cette information est importante car elle indique I'heure de déconnexion du périphérique
(quand I'appairage se termine).

PA montre 2 enregistrements 1 sur 'appairage, 1 sur la date de derniere détection
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Dans PA en triant par apparell

» Device Connectivity Gota » | cCOm.apple.MobileBluetooth.devices.plist trace tous les appairages
Bluetooth pas seulement les “basses” énergies. C’est la ou la
Device Mame: Josh's AirPods S .
S recherche avec des véhicules entre en jeu.
type: Headset

Timestamp: 3/30/2020 9:14:06 AM
Cr::nne::tivi’-_t?r method: Bluetooth

L omseciy patyes: Detected _| Si vous voulez prouver que le conducteur était en main libre quand

Artifact Family:

L N un appel ou un SMS arrive, ce fichier est important.

Source:

Cependant Apple stocke les dates / heure en UTC mais pas la....

Source file: Dardrchive/root/private/var/containers/
Shared/

SystemGroup/9140AD4D-45D5-49D5-8A | | L [0 Co o Zo a4
A8-1CD264CF2950/ Library/Preferencess | | & 09 SB 5SS 6E 73 75 70 70 6F 72 74 65 64 42 0S

com.apple.MobileBluetooth.devices.plist : 72 74 65 64 42 05S 01 S5S7 SS 6E 6B 6E 6F 77 6E
0x3DM [Size: 7312 byies)

1 12 SIEEEER:LEYY 44 00 00 C4 42 42 3B 00 11 20

Device Identifiers 1 65 64 (& = e 0A
Address TC:04:00:80:89:A0 1 00 000 gg/\fmeg‘{?s‘me E @ i @ p 02
> 00 06 O ; 5 0C

L 02 00 7 02

) 06 02 00 03 02 00 1E 11 00 00 01 02 00 O6 01

) 00 00 03 02 00 1E 11 00 00 09 00 00 OO 01 04
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Attention au Timzeone

La valeur “LastSeenTime” vest stockée en UTC avec le timezone
ajusté pour America/New York — correspondant au TZ de Heather
(UTC-4:00). Toute I'investigation peut devenir fausse si on ne
prend pas en compte ce parametre.

e R & e

ServiceNetSharingUser : AsciiString = Unsupported

SdpCacheSize : integer = 2250

LastSeenTime : integer = 1521181350 |

» Device Connectivity Goto -

Device Name: Hank’s AirPods

Device type: Headset

Timestamp: 3/16/2018 06:22

Connectivity method: Bluetooth

Connectivity nature: Detected

“Artifact Family:

Source Repository Path:

Source:

Source file: Heather Mahalik's iPhone/containers/
Shared/SystemGroup/

le.bl 1br
Preferences/
com.apple MobileBluetooth.devices.plist .
0x22D (Size: 3022 bytes)
Device Identifiers

Address 7C:04:D0:AG:EE:82

.'-+

® Unix Seconds (UTQ)

DeviceClass : data = 18 04 24 00
Name : UnicodeString = Hank’s AirPods

2018-03-16 06:22:30.0000000 Z

> Wn econds 2018-03-16 02:22:30.0000000 -04:00 |

‘® Unix Milliseconds (Java Time) (UTC) ! 1970-01-18 14:33:01.3500000 Z

*. Cellebrite
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Retour a la voiture

4 A0:56:B2:4C:B3:73 : dict = {
DefaultName : AsciiString = Handsfree

LastHandsfreeVersion : data = 06 01
ServiceA2DP : AsciiString = Unknown
PhonebookSyncSettings : integer = 31

Fin de connexion a la SUBARU le 20 février 2020 a
18h46. Cela correspond a un changement de véhicule.
Le 18h46 correspond a une heure locale et pas du tout
a de 'UTC et le lastseentime correspond a la
déconnexion du véhicule.

LastAVRCPControllerSupportedFeatures : data = 41 00

ServiceAACP : AsciiString = Unknown
ServiceRemote : AsciiString = Unknown
ServiceNetSharingUser : AsciiString = Unknown
ServiceBraille : AsciiString = Unsupported
LastSeenTime : integer {1582224378 ]

Name : AsciiString = Subaru BT

I
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Original date format
1582224378 2/20/2020 6:46:18PM  |Unix seconds
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Carplay

mobile/Library/Preferences/com.apple.carplay.plist

¥ Root
v AppBlacklist
Item O
Item 1
¥ pairings
v C2BFG6EB1-751D-4C82-864C-BD845ABC1619
name
¥ carPlayProtocols
Item O
¥ 4BE58249-F22D-4096-B8D4-1CA81D1DFF1D
name o0
¥ carPlayProtocols
¥ 58CC10AB-96A1-4CA4-A2E2-34A5A18F9FCF
name
¥ carPlayProtocols
Item O
Item 1
Item 2
Item 3
Item 4

I
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Dictionary
Array
String
String
Dictionary
Dictionary
String
Array
String
Dictionary
String
Array
Dictionary
String
Array
String
String
String
String
String

(2 items)

(2 items)
com.apple.carplay.blacklisted
com.apple.carplay.blacklisted-nav
(3 items)

(2 items)

Volkswagen

(1 item)
com.vwag.infotainment.carplay.exlap
(2 items)

AUDI MMI

(O items)

(2 items)

Honda Display Audio

(5 items)
com.honda.cp.background
com.honda.hondalink.hlc
com.honda.cp.pet.honda
com.honda.cp.allhonda
com.honda.cp.honda
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Carplay : configuration des icones

mobile/Library/Springboard/<GUID>-CarDisplay.... IconState.plist

¥ Root
¥ metadata

OEMIconLabel

maxiconColumnCount

¥ hiddenlcons
screenBounds
maxiconRowCount
displaysOEMIcon

¥ iconlLists

¥ item O
Item O
Item 1
Item 2
Item 3
Item 4
Item 5
Item 6
Item 7

¥ item 1
Item O
Item 1
Item 2
Item 3
Item 4
Item 5
Item 6

¥ buttonBar

Dictionary
Dictionary
String
Number
Array
String
Number
Boolean
Array
Array
String
String
String
String
String
String
String
String
Array
String
String
String
String
String
String
String
Array

Audi MMI
4

{{0, 0}, {400, 240}}
2
YES

com.apple.mobilephone
com.apple.Music
com.apple.Maps
com.apple.MobileSMS
com.apple.cardisplay.nowplaying
com.apple.podcasts
com.audible.iphone
net.whatsapp.WhatsApp

com.amazon.mp3.AmazonCloudPlayer
com.pandora

com.spotify.client

com.apple.iBooks
com.apple.cardisplay.OEM
com.google.Maps

com.waze.iphone

o® et
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£ CarPlay

Phone

>

Now Playing

AUDI MMI

Podcasts

on on the home

Allow CarPlay While Locked

Forget This Car

Audible

screen

Reset

Messages

WhatsApp

then drag it to

@,




Carplay : Connection

knowledgeC.db

10

n

12

13

14

18

Local Time

2019-07-18 06:46:24
2019-07-18 09:05:12
2019-07-18 09:07:12
2019-07-18 09:10:27
2019-07-18 09:10:28
2019-07-18 09:10:28
2019-07-18 09:10:33
2019-07-18 09:35:08
2019-07-18 09:35:10
2019-07-18 13:30:00
2019-07-18 13:32:08
2019-07-18 17:54:08
2019-07-18 17:54:13
2019-07-18 18:27:48

2019-07-18 18:27:50

o

Activity
Device Plug In Status
Device Plug In Status
CarPlay Connected
CarPlay Connected
Device Plug In Status
Device Plug In Status
CarPlay Connected
Device Plug In Status
CarPlay Connected
Device Plug In Status
Device Plug In Status
Device Plug In Status
CarPlay Connected
Device Plug In Status

CarPlay Connected

*. Cellebrite

Qutput

[IS PLUGGED IN: UNPLUGGED] [USAGE IN SECONDS: 8328] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2C
(IS PLUGGED IN: PLUGGED IN] [USAGE IN SECONDS: 316] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 201¢
[CARPLAY CONNECTED: CONNECTED] [USAGE IN SECONDS: 4] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [STAR’
[CARPLAY CONNECTED: DISCONNECTED] [USAGE IN SECONDS: 0] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [ST
[IS PLUGGED IN: UNPLUGGED] [USAGE IN SECONDS: 0] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-
[IS PLUGGED IN: PLUGGED IN] [USAGE IN SECONDS: 1480] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 20
[CARPLAY CONNECTED: CONNECTED] [USAGE IN SECONDS: 0] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [STAR’
[IS PLUGGED IN: UNPLUGGED] [USAGE IN SECONDS: 14092] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2
[CARPLAY CONNECTED: DISCONNECTED] [USAGE IN SECONDS: 0] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [ST
[IS PLUGGED IN: PLUGGED IN] [USAGE IN SECONDS: 128] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 201¢
[IS PLUGGED IN: UNPLUGGED] [USAGE IN SECONDS: 15720] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2
[IS PLUGGED IN: PLUGGED IN] [USAGE IN SECONDS: 2020] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 20
[CARPLAY CONNECTED: CONNECTED] [USAGE IN SECONDS: 0] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [STAR'
[IS PLUGGED IN: UNPLUGGED] [USAGE IN SECONDS: 1152] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 20'

[CARPLAY CONNECTED: DISCONNECTED] [USAGE IN SECONDS: 4] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [ST



Carplay : Messages avec Siri

knowledgeC.db

Local Time

1 2019-07-18 09:07:26
2 2019-07-18 09:07:51
3 2019-07-18 09:08:21
4 2019-07-18 09:08:55
5 2019-07-18 09:08:58
6 2019-07-18 09:09:15
7 2019-07-18 09:27:05

8 2019-07-18 09:27:32

o® et
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Activity
Siri Usage
Siri Usage
Siri Usage
Siri Usage
Siri Usage
Siri Usage
Siri Usage

Siri Usage

[APP NAME:
[APP NAME:
[APP NAME:
[APP NAME:
[APP NAME:
[APP NAME:
[APP NAME:
[APP NAME:

Output
com.apple.siri.ui.begin] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18

com.apple.siri.ui.end] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 1<
com.apple.siri.ui.begin] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18
com.apple.siri.ui.end] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 13
com.apple.siri.ui.begin] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18
com.apple.siri.ui.end] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 1=
com.apple.siri.ui.begin] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18

com.apple.siri.ui.end] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 1<



Carplay : Messages (global)

knowledgeC.db,

InteractionsC.db, sms.db

70

ral

72

73

74

75

76

78

79

BO

81

82

83

87

Local Time
2019-07-18 09:07:10
2019-07-18 09:07:12
2019-07-18 09:07:15
2019-07-18 09:07:15
2019-07-18 09:07:15
2019-07-18 09:07:17
2019-07-18 09:07:18
2019-07-18 09:07:18
2019-07-18 09:07:19
2019-07-18 09:07:26
2019-07-18 09:07:29
2019-07-18 09:07:46
2019-07-18 09:07:46
2019-07-18 09:07:46
2019-07-18 09:07:47
2019-07-18 09:07:47
2019-07-18 09:07:49
2019-07-18 09:07:49

I
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Activity
SMS Chat - Message Read

Output

[MESSAGE DATE: 2019-07-18 13:06:27] [DATE DELIVERED: N/A] [DATE READ: 2019-07-18 13:07:10] [MESSAGE: Bring bacon.] [CONTACT ID: + 1 [SERVICE: iMess.

CarPlay Connected [USAGE IN SECONDS: 4] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 13:07:08] [END: 2019-07-18 13:07:12] [EN
Audio Output 1ER: ¢ AUDIO PORT NAME: _ O PORT TYPE: Speaker] [USAGE IN SECONDS: 51396] [DAY OF WEEK: Wednesday] [GMT OFFSET: -4] [STA
Now Playing [BUNDLE ID: com.apple.Music] [NOW PLAYING ALBUM: All Your Fault: Pt. 1 - EP] [NOW PLAYING ARTIST: Bebe Rexha] [NOW PLAYING GENRE: Pop] [NOW PLAYING TITLE: | G
Now Playing [BUNDLE ID: com.apple.-Music] [NOW PLAYING ALBUM: All Your Fault: Pt. 1 - EP] [NOW PLAYING ARTIST: Bebe Rexha] [NOW PLAYING GENRE: Pop] [NOW PLAYING TITLE: | G
App Usage ﬁ [ZDISPLAYNAME: None] [ZIDENTIFIER: None] [ZPERSONID: None] [ZDIRECTION: 3] [ZISRESPONSE: 0] [ZMECHANISM: 4] [ZRECIPIENTC.
SMS Chat [MESSAGE DATE: 2019-07-18 13:07:18] [DATE DELIVERED: 2019-07-18 13:07:19] [DATE READ: N/A] [MESSAGE: (] [CONTACT ID: +1 | [SERVICE: iMessage] [ACC

Application Intents

SMS Chat - Message Delivered [MESSAGE DATE: 2019-07-18 13:07:18] [DATE DELIVERED: 2019-07-18 13:07:19] [DATE READ: N/A] [MESSAGE: 4] [CONTACT ID: +1 | [SERVICE: iMessage] [ACC

Now Playing [BUNDLE ID: com.apple.Music] [NOW PLAYING ALBUM: All Your Fault: Pt. 1 - EP] [NOW PLAYING ARTIST: Bebe Rexha] [NOW PLAYING GENRE: Pop] [NOW PLAYING TITLE: | G
Audio Input [AUDIO IDENTIFIER: Built-In Microphone] [AUDIO PORT NAME: iPhone Microphone] [AUDIO PORT TYPE: MicrophoneBuiltin] [USAGE IN SECONDS: 16] [DAY OF WEEK: Thursda
SMS Chat [MESSAGE DATE: 2019-07-18 13:07:46] [DATE DELIVERED: 2019-07-18 13:07:47] [DATE READ: N/A] [MESSAGE: Last time | asked if you want to bacon you didn't so no bacon]
App Usage [ZDISPLAYNAME: None] [ZIDENTIFIER: None] [ZPERSONID: None] [ZDIRECTION: 1] [ZISRESPONSE: 0] [ZMECHANISM: 4] [ZRECIPIENTCC
App Usage [ZDISPLAYNAME: None] [ZIDENTIFIER: None] [ZPERSONID: None] [ZDIRECTION: 3] [ZISRESPONSE: 0] [ZMECHANISM: 4] [ZRECIPIENTC.

SMS Chat - Message Delivered [MESSAGE DATE: 2019-07-18 13:07:46] [DATE DELIVERED: 2019-07-18 13:07:47] [DATE READ: N/A] [MESSAGE: Last time | asked if you want to bacon you didn't so no bacon]

Application Intents [USAGE IN SECONDS: 0] [SERIALIZED INTE

DIO IDENTIFIER: 7 D3462616097708] [AUDIO PORT NAME: CarPlay] [AUDIO PORT TYPE: CarAudic] [USAGE IN SECONDS: 20] [DAY O,

Audio Input L . AL ; : g : o . : : L1
Now Playing {m 1D: com.apple.Music] [NOW PLAYING ALBUM: All Your Fault: Pt. 1 - EP] [NOW PLAYING ARTIST: Bebe Rexha] [NOW PLAYING GENRE: Pop] [NOW PLAYING TITLE: | G
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Utilisation d’une appli dans le véhicule

knowledgeC.db,

cache_encryptedC.db

2019-07-18 18:17:07
2019-07-18 18:18:14
2019-07-18 18:18:16
2019-07-18 18:18:17
2019-07-18 18:18:19
2019-07-18 18:18:35

Motion [START TIME: 2019-07-18 22:17:07] [TIMESTAMP: 119538.986257] [TYPE: 4096] [CONFIDENCE: 3] [MOUNTED: 1] [MOUNTED CONFIDENCE: 2] [TURN: 0] [IS VEHICULAR: 1] [IS MOVING: 1] [VEHICL

Application In Focus ' [BUNDLE ID: com.apple.podcasts] [USAGE IN SECONDS: 1] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 22:18:14] [END: 2019-07-18 22:18:15] [ENTRY CREATION: 2019-07-18

Application In Focus [BUNDLE ID: org.whispersystems.signal] [USAGE IN SECONDS: 1] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 22:18:16] [END: 2019-07-18 22:18:17] [ENTRY CREATION: 2019-

Application In Focus [BUNDLE ID: com.apple.CoreAuthUl] [USAGE IN SECONDS: 2] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 22:18:17] [END: 2019-07-18 22:18:19] [ENTRY CREATION: 2019-07-

Application In Focus  [BUNDLE ID: org.whispersystems.signal] [USAGE IN SECONDS: 8] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 22:18:19] [END: 2019-07-18 22:18:27) [ENTRY CREATION: 2019
i

Motion [START TIME: 2019-07-18 22:18:35] [TIMESTAMP: 119626.575791] [TYPE: 256] [CONFIDENCE: 3] [MOUNTED: 1] [MOUNTED CONFIDENCE: 2] [TURN: 0] [IS VEHICULAR: 1] [IS MOVING: 0] [VEHICLE

o® et
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Vitesse et utilisation d’une appli

knowledgeC.db, Location DBS

2019-07-18 18:18:10  Location [TIMESTAMP:
2019-07-18 18:18:10  Location [TIMESTAMP:
2019-07-18 18:18:11  Location [TIMESTAMP:
2019-07-18 18:18:11  Location [TIMESTAMP:
2019-07-18 18:18:12  Location [TIMESTAMP:
2019-07-18 18:18:12 Location [TIMESTAMP:
2019-07-18 18:18:13  Location [TIMESTAMP:
2019-07-18 18:18:13  Location [TIMESTAMP:
2019-07-18 18:18:14  Location [TIMESTAMP:
2019-07-18 18:18:14  Location [TIMESTAMP:

2019-07-18 18:18:14

2019-07-18 18:18:15  Location [TIMESTAMP.
2019-07-18 18:18:16  Location [TIMESTAMP
2019-07-18 18:18:16  Location [TIMESTAMP!
2019-07-18 18:18:16  Location [TIMESTAMP

2019-07-18 18:18:16

2019-07-18 18:18:17  Location [TIMESTAMP

2019-07-18 18:18:17  Location [TIMESTAMP

2019-07-18 18:18:17

I

*. Cellebrite

_ [USAGE IN SECONDS: 1] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 22:18:14] [El

2019-07-18 22:18:10] [COORDINATES: 38.8608163284047, -77.0919290286513] [ALTITUDE: 71.3] [COURSE: 354.73147583
2019-07-18 22:18:10] [COORDINATES: 38.8608163284047, -77.0919290286513] [ALTITUDE: 71.3] [COURSE: 354.73147583
2019-07-18 22:18:11] [COORDINATES: 38.8608197452118, -77.0919294161854] [ALTITUDE: 71.6] [COURSE: 354.73147583]
2019-07-18 22:18:11] [COORDINATES: 38.8608197452118, -77.0919294161854] [ALTITUDE: 71.6] [COURSE: 354.73147583]
2019-07-18 22:18:12] [COORDINATES: 38.8608192813259, -77.0919293614724] [ALTITUDE: 71.7] [COURSE: 354.73147583,
2019-07-18 22:18:12] [COORDINATES: 38.8608192813259, -77.0919293614724] [ALTITUDE: 71.7] [COURSE: 354.73147583
2019-07-18 22:18:13] [COORDINATES: 38.8608198121316, -77.0919294240802] [ALTITUDE: 71.7] [COURSE: 354.73147583]
2019-07-18 22:18:13] [COORDINATES: 38.8608198121316, -77.0919294240802] [ALTITUDE: 71.7] [COURSE: 354.73147583]
2019-07-18 22:18:14] [COORDINATES: 38.8608203424164, -77.0919294866206) [ALTITUDE: 71.8] [COURSE: 354.731475
2019-07-18 22:18:14] [COORDINATES: 38.8608203424164, -77.0919294866206] [ALTITUDE: 71.8] [COURSE: 354.7314758

: 2019-07-18 22:18:15] [COORDINATES: 38.8608187196236, -77.0919292952259] [ALTITUDE: 71.8] [COURSE: 354.73147583
: 2019-07-18 22:18:15] [COORDINATES: 38.8608187196236, -77.0919292952259] [ALTITUDE: 71.8) [COURSE: 354.73147583 CURACY: 10.0;
: 2019-07-18 22:18:16] [COORDINATES: 38.8608192510033, -77.0919293578986] [ALTITUDE: 71.8] [COURSE: 354.73147583, CURACY: 10.0;
: 2019-07-18 22:18:16] [COORDINATES: 38.8608192510033, -77.0919293578986] [ALTITUDE: 71.8] [COURSE: 354.7314758 CURACY: 10.0;

| [USAGE IN SECONDS: 1] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 22:18:16] [END: 2019-07-18 22:18:17] [ENTRY CREATION: 2

: 2019-07-18 22:18:17) [COORDINATES: 38.8608195111715, -77.0919293885824] [ALTITUDE: 71.8] [COURSE: 354.73147583] HORIZONTAL ACCURACY: 10.0]

: 2019-07-18 22:18:17] [COORDINATES: 38.8608195111715, -77.0919293885824] [ALTITUDE: 71.8] [COURSE: 354.73147583] HORIZONTAL ACCURACY: 10.0]

Ul] [USAGE IN SECONDS: 2] [DAY OF WEEK: Thursday] [GMT OFFSET: -4] [START: 2019-07-18 22:18:17] [END: 2019-07-18 22:18:19] [ENTRY CREATION: 2019

22



Liste des bases de données / fichiers intéressants

ANDROID

- data/com.android.connectivity.metrics/databases/events.db (n’existe plus).

v [ misc (321 fichiers, 1231 3 Ko)
> [ adb (2 fichiers. 1 Ko)
v [ bluedroid (2 fichiers, 1 Ko)
[5) bt_config.bak

£ bt_config.conf

i.: Cellebrite
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Liste des bases de données / fichiers intéressants

ANDROID

- /data/misc/bluedroid/bt_config.conf
- /data/data/com.google.android.gms/shared_prefs/coffee preferences.xml

- /data/data/com.google.android.projection.gearhead/shared_prefs/app_state shared preferences.xml — derniere
exécution du bluetooh

- /data/data/com.google.android.projection.gearhead/shared_prefs/com.google.android.gms.analytics.prefs.xml -
Enregistre la 1¢ exécution et la date / heure exécution

- /data/data/com.google.android.projection.gearhead/shared_prefs/common_user_settings.xml — Utiliser pour
connaitre les adresses mac des véhicules

- /data/data/com.google.android.gms/shared_prefs/bluetooth addresses prefs.xml — Vérification des adresses
mac des véhicules

..o+
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Liste des bases de données / fichiers intéressants

ANDROID

/data/user_de/0O/com.android.bluetooth/shared prefs/bluetooth _volume map.xml — adresses mac appairées

/data/user_de/0/com.android.bluetooth/shared_prefs/phonebook access permission.xml — adresses mac
appairées et peut étre associé a la bdd peoplelog.db qui met a jour les contacts vers le véhicule quand le
périphétique est connecté en USB/Bluetooth.

/data/data/com.google.android.gms/databases/carservicedata.db — Véhicules autorisés

/data/data/com.google.android.googlequicksearchbox/app_shared prefs/SearchSettings.bin — Comptes google
associes avec lI'adresse mac du véhicule

/data/user_de/0O/com.android.bluetooth/databases/bluetooth_db — La table métadata montre les adressses Mac
appairées.

..o+
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Android et le Bluetooth

Hekaw

Hex View

00000000

00000054
00000089
000000DE
)0000103
00000128
CC“Dﬁlln
PP ﬂﬁi

00000228
00000250
00000275
000
000002BF

0000224
00000309
0000032
000003532
00000378

File Info

ﬂ-a.@&w G| v| 8 @G (BT &

56

L256BLIL = BcbBLa3dele53b701eZ3Ebacda
ob6fa7leS5E£761075828Bc0£c2Teb7228375ba
«+ [Adapter) .Addzess = T7c:d9:5c:ac:al:
ce.LE LOCAL XEY IRK = 155d5c0027alée’
©95bB700cc4243049.LE_LOCAL KEY IR = 6
aec03cd0250857111££2969e845ec72.LE_LO
CAL KEY DHE = «506ba223332577b90564976
4bedoa248. LE_LOCAL _REY FR = féfdcle62
9635a04400479402694a00b . Scantada = 0.
n;nrnvor971moour 120. . [ERE

BEFEE) -Manufacturaer = 72 TmpY¥ar = 8.1
mpSubVGr = 30120.Na=e = ROugEe.DevClaa
8 = 7936.DevType = l.LinkRayTypa = 3,
PinLength = 0.LinkRey = aclBl79bJecll
b517c84£fa2c0£c57d1lS5 . AddrType = 0.8ecv
ice = 0000111e-0000-1000-8000-00805£5
b34fb 0000110b-0000-1000-8000-00805£5
b34fb 0000110e¢-0000-1000-8000-00005£5
b34fb 00001133-0000-1000-8000-00005£5
b34fb 00000000-0000-1000-8000-00005£9
b34fb 00000000-0000-1000-8000-0080S£9
b34fb .HfpVersion = 0701.HfpSdpreatur
aas = 2£00.xavdtpVersion = 0301..|

Cellebrlte
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Investigations basées sur 'adresse mac

@ FileDump (Google GO13A Pix... x O Bluetooth Devices (1) = O bt _config.conf © Biuetooth (1

“]oe o

& |2 |

Find RegEx (GREP) SMS 7bit (PDU) | Pattem Code

Optionz
Iﬁ ~| Search direction: | Down |
- Search results windaow: | Mew v |
F Description -
ASCH 1 byte per character Colors: S -
[ 2 bytes per character
] uTF-8 16 bytes per character Background: |:|
] 7bit 7 bits per character Find all instances:
] Show results comments (slower)

-EI- S-tri-r;g pa-rame‘ters fASCIIj
Tem: |bdec:02:734:93

Additional data:

1 Show before
1 case sensitive

L =1 Offset 4 Length 4
Show as Hex Caritdins
1 Show after
Offset ] Length <
Show as Hex Coritains

Find | Cancal

o® et
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Résultat de la recherche (triée par source)

Search [106 results]

& B |4 ¢ Find:

£ Offset Length Value Source More
5 Ou3A3B4BAF =N B4:EC:02:73:FF03 [data/data/com.googleandroid.gms/databases/carservicedata.db

9 (x3AIFACTO &N B4EC:02:T3FR03 [data/data/com.googleandroid.gms/shared_prefe/bluetooth_addresses_prefsm

6 De3AIFAIA &N B4:EC:02:73:FR03 [data/data/com.googleandreid.gms/shared_prefs/coffee_preferencesam

T Dx3A3F3ACT el B4EC:02T2:FRE3 [data/data/com.googleandroid.gms/shared_prefs/coffee preferences.xm

b Gu3AIRRCAD &N B4:EC:02THFR03 [data/data/com.googleandroid.gms/shared_prefs/coffee_preferencesam

I Ow1EDFTDID &N B4EC:02T3FRO3 [data/data/com.googleandreid.googlequicksearchbox/app_shared_prefs/SearchSettings.bin
4 (x1EOFBAD2 =N B4EC:02TRFRO3 [data/data/com.googleandroid.googlequicksearchbox/app_shared_prefs/SearchSettings.bin
10 Dx5C450084 &N B4EC:02:7RFR03 [data/data/com.googleandroid projection.gearhead/shared_prefs/common_user_settingsxml
1 x5C450131 gl BAEC:0ZTHFRS3 [data/data/com.googleandroid projectiongearhead/shared_prefs/commen_user_settingsxml
T w1ASCCCOY &N bdiec:02: 7393 {data/misc/bluedroid/bt_config.bak

2 (x1ASCDOSR &N bdiec:02:73:.03 [data/misc/bluedroid/bt_config.conf RecognizedDevice Key'
3 kE122671C Al BAEC0ZTHFFS3 [data/user_de/0/com.android bluetooth/databases/bluetooth_db-wal

35 (xE122776E el BAEC:02:73FF53 [data/user_def0/com.android bluetooth/databases/bluetooth_db-wal

36 OxE122874A (Al BAEC0ZTHFFG3 [data/user_de/0/com.android bluetooth/databases/bluetooth_db-wal

37 (xE122979E (Al BAEC:02:T3FF53 [data/user_de/0/com.android bluetooth/databases/bluetooth_db-wal

38 OxE122ATTA Al BAEC:02:7HFFE3 [data/user_def0/com.android bluetooth/databases/bluetooth_db-wal

3% kE12287CE LRl BAEC0ZTHFFG3 [data/user_de/0/com.android bluetooth/databases/bluetooth_db-wal

40 xE122CTAC Al BAEC0ZTHFFS3 (data/user_de/0/com.android bluetooth/databases/bluetonth_db-wal

M MWE1IINTEE Ml RA-ENTLEEQ [dstalirar Aeillram sndenid hlistnnth idstshacee fhlistnath Aol

o® et
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id integer

Carservicedata.db

b [T allowedcars
I [T android_metadata

modelyear text
vehicleid text

I 7 rejectedcars
vehicleidclient te|

DRARRKRAO

‘allowedcars.id

Visible Expression Column Name  Sort Type Sort Order

Aggregate [J Grouping  Criteria

|allowedcars.manu

:lilowedars.mode.

v iDateﬁme(alIowed; connection time |
v nll,owedur,s.md,e' [

1/0/0|0|0

Select allowedcars.id,
allcwedcars.manufacturer,
allowedcars.model,

DateTime (allowedcars.connectiontime / 1000,
"connection time",

@ sQtite wizard
Double-click or drag the database tables to the work area and link database fields.
Query builder DB viewer
X
4 & main allowedcars (main)  [£1 \
|
model text

'unixepoch’,

'localtime') As

.o.+

*. Cellebrite
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Carservicedata.db

id ~ manufacturer ~ model » modelyear ¥ vehicleid »  vehicleidclient ~
|1 Nissan Nissan_Bosch_SUV/ 18 MY 1379311645un)an11379050x3001 f760dfa1380d0%ede
bluetoothConnectionAllowed ~ /% connectiontime ¥  nickname ¥  bluetoothaddress ¥  wifissid ¥  wifibssid v  wifipassword v  wifisecurity v
1 09/02/2020 19:09 B4:EC:02:73:FF:03 [ -1
02/09/2020 13:44 Connect to car
13:46 “Give me directions to Sir Walter Coffee in Holly Springs, North
Carolina.”
13:47 Started “NPR Up First” podcast
13:49 Got directions to Sir Walter Coffee in Holly Springs, NC
13:51 Started “Digital Forensics Survival Podcast.”
13:59 Disconnect from car
14:09 Connect to car
Continued “Digital Forensics Survival Podcast.”
14:16 Disconnect from car

Cellebrite
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coffee _preferences.xml

@ coffee_preferencesxml x O FileDump (Google GO13A Pix... « O common_user settingsxml »« O com.gol

Text View Hex View File format viewer File Info

VSeatch Clear
VNI IisAL 1 7.02.37.6TNi a2

4 mep={
auth_trust_agent_pref_trusted_place_home_work_account : string Jthisisdfir@gmail.com - ——
. _ 2020-01.30 13:5540.7330000 Z
auth_trust_agent_pref_trusted_bluetooth_titleB4:EC:02:73:FF:93 : string E
auth_unlock_attempt_count_Voikeunlock : int = 0

auth_trust_agent_pref_trusted_bluetcothaddressB4:EC:02:73:FF:93: boolean = True . 4C . ) : :;‘.C : - :‘ :' :'

auth_trust_agent_pref_trustlet_enabled_VoiceUnlockTrustletChimeraService : boolean = False
coffee_last_known_is_keyguard_secure : boolean = True
coffee_last_is_keyguard_secure_set_timestamp_seconds : long = 1580312558

auth_trust_agent_pref_bluetooth_device_needs_security_approval_key B4:EC:02:73:FF:93 : boolean = False

promotion_status_for_1:int = 1 Da te Time Ac tiOll
auth_trust_agent_pref_first_notification_shown_: boolean = True
e e 01/30/2020 | 08:56 Connect to car & setup app |
onbody_lure_unlock_time_ tint=2 3
08:58 Started “NPR Up First” podcast
auth_trust_agent_pref_trusted_place_home_work_address_last_fetch_thisisdfir@gmail.com :lon_ —— - —— — == —

onbody_lure_unlock_time_1581706455755 : int = 1
I last_notification_time_2 : long = 1580392600733

coffee_last_is_keyguard_secure_set_timestamp_confirm A I e
onbody_lure_unlock_time_1581723659183 : int = 1 — e
© ipole Abcehute Tine Ing UIT0) 2001000 0028 20 39247 T

coffee_last_log_trustlet_configuration_key : long = 1581717492408 © Zpske ABseaite ine 1 2000.12.31 1926203926007 2400

S21.01.19 06 30 825007730 T

w10t.190

194280073 L400

013 1933 9924600723

© Uni ANinsecanos (N

»  © UrxMitisecands (res T

.o.+
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Configuration Android Auto

o _*

.
L] .
g

com.google.android.projection.gearhead/
shared_prefs/

— com.google.android.gms.analytics.prefs.xml
. Installed and Last Used Dates

auto_launch_manager_shared_preferences.xml

. Bluetooth Connections

app_state_shared_preferences.xml
. Last Usage Date

common_user_settings.xml
. Bluetooth Settings

Caution — Last Accessed Date Incorrect

map = {
key_settings_autolaunch_enable : boolean = Ti

bt_autolaunch/GMC+IntelliLink/9C:8D:7C:18:8A:F8 : boolean = Tr

Cellebrite

Ariana Granae

710 Pike
Springs Rd

|

A A mHe®=m B A2vl11:05AM

Settings

General
Limit Wi-Fi

Turn Wi-Fi off when Android Auto is
running over USB

Connected cars
Manage cars with a connected car screen

Ok Google" detection
Hands-free voice commands

Lock phone while driving

Google Assistant

Set your weather, home/work locations, and more
for your Google Assistant

Messaging

Auto reply
I'm driving right now - hank

32



Connections Android Auto

Syncing - /com.google.android.gms/databases/peoplelog.db

SELECT

datetime (timestamp/
message
FROM

order by "T

Account
goodbyefelicial1@gmail.com

goodbyefeliciall@gmail.com

goodbyefeliciall@gmail.com

goodbyefelicial 1 @gmail.com

goodbyefelicial1@gmail.com

goodbyefeliciall@gmail.com
goodbyefelicial 1@gmail.com

goodbyefeliciall@gmail.com

i.% Cellebrite

AS "Accoun

Timestamp
2019-07-06 15:40:28
2019-07-06 15:40:28
2019-07-06 15:40:01
2019-07-06 15:40:01
2019-07-06 15:39:57
2019-06-27 05:

2019-06-27 05:

18:29
18:29
2019-06-27 05:18:29
2019-06-26 15:40:14
2019-06-26 15:40:14
2019-06-26 15:40:11
2019-06-25 20:50:35
2019-06-25 20:50:35

2019-06-25 20:50:35

message
===Sync start*==: feed=null cannotHavePeople=true mode=0 contactOnly=false pageOnly=false skipMain=false
Data still fresh; skip periodic sync.

Stats=alri@2463f5bs

===Sync finished™ ==, duration: 4037

*==Sync start*==: feed=null cannotHavePeople=true mode=2 contactOnly=false pageOnly=false skipMain=false
Index version changed from 4

Rebuilding index...

Rebuilding index done.

Stats=alri@18fff12b

===Sync finished™*=, duration: 2749

*===Sync start™™™: feed=null cannotHavePeople=true mode=0 contactOnly=false pageOnly=false skipMain=false
Index version changed from 3

Rebuilding index...

Rebuilding index done.
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Connections Android Auto

Bluetooth/USB - /system/powerManager

Bluetooth - /com.android.settings/databases/search

c2data_title
Pointer speed
Google voice typing
MY SENTRA
GMC IntelliLink
Smart card credential
Usage access
Bluetooth
Samsung keyboard
Make passwords visible
Install from device storage
Voice input
Owner information
Security update service

Encryption

i.% Cellebrite

c4data_summary_on

Automatic

View which applications can access your device's usage history.

Samsung keyboard
Show password characters briefly as you type them.

Install certificates from storage.

Show the device owner's information on the lock screen.

cldata_rank

15
15
2

2

14
14
2

15
14
14
15
14
14

14

clOscreen_title
Language and input
Language and input
Bluetooth
Bluetooth
Security
Security
Bluetooth
Language and input
Security
Security
Language and input
Security
Security

Encryption

com.

com

com.

com.

com.

com.

com..

com

com.

com.

com.

com

com.

index.db

cllclass_name
android.settings.inputmethod. InputMethodAndLanguageSettings
android.settings.inputmethod. InputMethodAndLanguageSettings
android.settings.bluetooth,BluetoothSettings
android.settings.bluetooth.BluetoothSettings
android.settings.SecuritySettings
android.settings.SecuritySettings
android.settings.bluetooth.BluetoothSettings
android.settings.inputmethod. InputMethodAndLanguageSettings
android.settings. SecuritySettings
android.settings.SecuritySettings

android.settings.inputmethod. InputMethodAndLanguageSettings

.android.settings.SecuritySettings

.android.settings.SecuritySettings

android.settings.SecuritySettings

34



De quelle voiture parle-t-on ?

Bluetooth Connections - /misc/bluedroid/bt_config.xml

:63">
int">1563280749</N1>
Type="string">MY SENTRA</N2>

"bc:75:36:75:8c¢

int">1561598989</N1>
ring”>GMC IntellilLink</N2

" Type="int">3408904< /N3 ="int">3539976</N3
* Type="int">1</N4>
ddrType™ Type="int">@</N5

Manufacturer” Ty
LmpVer" Type="
LmpSubVer" Tyg

="Manufactur

"LmpVer’ E
"LmpSubvVer" Type=

GMT : Wednesday, June 26, 2019 11:16:29 PM
Your time zone : Wednesday, June 26, 2019 7:16:29 PM GMT-04:0

GMT : Tuesday, July 16, 2019 12:39:09 PM
Your time zone : Tuesday, July 16, 2019 8:39:09 AM GMT-04:0

) DST

Where was the device connected?

— Jcom.google.android.projection.gearhead/db/CloudCards.db — Local weather where
connection initiated (BLOB)

*. Cellebrite %



Messages

SMS Mes... |7/16/2019 1:29:34 PM(UTC+0) | To: +170... I'm doing this hands-free. mmssms.db-wal : 0xC

Google Voice

SMS Mes... 7/16/2019 1:34:37 PM(UTC+0) To: +170 Stupid assistant can't do much 50 i'm texting while driving mmssms.db-wa
SMS Mes...  7/16/2019 1:34:40 PM(UTC+0) To: +170... Stupid assistant can't do much so i'm texting while driving mmssm a
M MSSMS-db SMS Mes... 7/16/2019 1:35:37 PM(UTC+0) To: +170 4
. Call Log 7/16/2019 1:41:44 PM(UTC+0) To: +170... 00:00:26 gs.db : 0x475FD
* Other Evidence:
e ) To: +170... Are you sending this tt gh WhatsApp? 3

_ Th i rd Pa rty Ap pS stant.. 16/2019 1:54:39 PM(UTC+0 523 ﬁ'* set this up distracted while driving, but now | can text you

.................... +1703mwmw ®.k...h .8 msgstore.c
— Logs db tupid assistant can't do much so i'm text va.dl

* B - ~T " . . Y. .. ... ... "I [
.................. +17034mm B
doing thas hands=fres. . .com.g

id.

goocglequicksearchboxU

-k. .I left android auto to tex!: yxh d
ef da.attactod d:x.va.ng B - -k.u.

.I'm driving right now - hank
le.android.projection.gearheadm

i.* Cellebrite



Distrait ou pas ?

Jcom.google.android.googlequicksearchbox/app_session/00000034237932240452

.binarypb

FEERER - gcarhead™h....W.h.i.c.h. .H.

B e N s o s R T R g b e R

........................ £f£f7.w. .NEacH

19 1:34:37 PM(UTC+0 To: +170... Stupid assistant can't do much so i'm texting while driving

m’. ﬂuu re two Ml. with that S Me 2 4:40 PM(UTC+0 To: «170 Stupid assistant can't do much so i'm texting while driving
name: Hank Fresh or Hank m Wh 1S M "
ichmdommtuun

.1.:-‘,5:.'_‘"",",; D6B63£52 -1:’:":’;—-: 45457 1S M = To Are you sending this through WhatsApp?

Unfortunately, WhatsApp has

hank freshmen. stopped. 7/16/2019 1:54:39 PM(UTC+0 From: 15... | set this up distracted while driving, but now | can text you g
':‘ 37£10 . » REPORT OK _
0. Sunny Created: 7/16/2019 1:45:23 PM(UTC+0)

. i.F.B.@9 2 adedé ‘. Hank Fresh Accessed: 7/16/2019 1:45:23 PM(UTC+0)

" sovsasaiiesiaens Modified: 7/16/2019 1:45:24 PM(UTC+0)

umsammvmmm
.. .Mobile".+1 Parsons Corporation | Cellebrite

" Cellebrite
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Références

https://www.youtube.com/watch?v=1GhXsfZXL6g (Android Auto / iOS carplay)

https://thebinaryhick.blog/2019/05/08/ridin-with-apple-carplay/

https://dfir.pubpub.org/pub/716tira7/release/2

i.* Cellebrite
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