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SOLUTION OVERVIEW

Cellebrite

MACQUISITION

MacQuisition® is the first and only solution to create physical decrypted images of Apple’s
latest Mac computers utilizing the Apple T2 chip. Apple’s T2 encryption methodology is unique
to each Mac, and critical data can only be decrypted using the keys stored in that systems
T2 chip.

BlackBag has built the only solution that works with the chip to decrypt the filesystem at
collection time, empowering examiners to capture the entire physical blocks that hold vital
information and not just logical files. In cases where multiple machines and devices are
involved, MacQuisition® provides the option to browse and search through data, and preview
file contents before any data is collected or devices are imaged.

Tested and used by experienced examiners for over a decade, MacQuisition® runs on the macOS operating system and
safely boots and acquires data from over 185 different Macintosh computer models in their native environment - even
Fusion Drives.

Key Benefits

e (Carry Out On-scene Content Triage
e Perform Targeted Data Collection with Selective Extraction
e Collect Data from Live Systems

e FEasily Create Forensic Images
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Cellebrite

BLACKLIGHT

A market leading solution for the quick and comprehensive analysis of computer extractions

helping forensics examiners and analysts to shed light on and gain actionable insights from

user activity. With an easy to operate interface that enables simple searching, filtering and

sifting through large data sets, BlackLight® is the best option available to perform smart data

analysis.

BlackLight® supports ongoing forensic toolkit integrations to bring data into one case; including
products like Berla, Semantics 21, PhotoDNA, Project Vic, APOLLO and more.

Key Benefits

Review device history from

4+ | Microsoft Volume Shadow +
Copies
+ Built-in Windows Memory and +

Windows Registry analysis

Automatically parse account
information, recent documents,
downloads, recycle bin, USB
connections and more

Supporting user activity and
registry artifacts such as: jump
4+ list, shell bags, prefetch, event +
logs, superfetch, Windows10
timeline activity, srum and more
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Full support for Apple Latest

Systems APFS; including T2 chip,

fusion and encrypted devices

Review device history from APFS
Snapshots and Time Machine
backups

Display and search Spotlight and
KnowledgeC data

Review Spotlight data, network
connections, recent documents,
and user activity

Easily view message
conversations

Review Health data, Wallet
transactions, and Calendar
activity

Ingest many Cellebrite
extractions

Built in SQLite and Plist viewing
to review application data



