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Format des rendez-vous &=

Votre rendez-vous d’échange
Proposer les sujets qui vous intéressent

Poser des questions techniques, si toutes ne
peuvent étre répondues elles le seront lors du
prochain rendez-vous.

Faites vous plaisir et échangez
Mettre 'hnumain au coeur de la technique

N’hésitez pas a présenter un sujet si vous le
souhaitez




Que faire en cas de pépin ?

En cas de perturbation technique :
mon portable +33 6 08 98 08 94
Pour toute question sur le théme (et les thémes a venir)

jean-philippe.noat@cellebrite.com

Heather@cellebrite.com

o® et

*. Cellebrite



i.> Cellebrite

NEW FEATURES IN UFED
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Nouvelles fonctionnalités Features de 'UFED

* Support checkm8 — version 13.4 supportée
« Samsung “Extract All Apps” - NOUVEAUTES

‘ﬁ Samsung GSM SM-G970U Galaxy S10e
USB cable 170 or Original Cable

[ Extract from

0 pevice = B Memory Card

E» Choose data ty et atalels

For this device, we recommend a full app extraction instead of Android
backup which may extract less data.

Would you like to proceed with a full app extraction?

YES (Full app extraction) NO (Partial Android backup)

| YES I

o® et
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. Cellebrite | UFED4PC

SIM card Mass storage

Mobile device g

UFED camera

Version 7.32.0.68 © a:34:49pPM | 4/24/2020




UFED 4PC 7.32.0.68

Search By: Name, Model, Chipset, IMEI, TAC, Manufacturer @) O]

CONNECT DEVICE TO AUTO DETECT EXTRACTION FLOW

% AUTO DETECTION TIPS

Android devices

1. Enable developer options (tap Build Number 7 times)

2. Enable USB debugging

3. Enable stay awake (if available)

4. Set USB connection to enable file transfers (MTP/Media)

iO0S devices
1. Disable auto-lock

ABORT BROWSE DEVICES AUTO DETECT
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NOUVEAUX DEVELOPPEMENTS DANS
PHYSICAL ANALYZER
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Nouveautés dans Physical Analyzer

Nouvelle Interface

Un seul bouton pour les extractions iOS
Regroupement des Applications

App Genie

Paramétrage du Timeline

Geéolocalisation

« Carving
* Playback

i.* Cellebrite :



Regroupement des Applications

Insights from Installed Apps

E‘ Chat applications (6 apps)
EE Browser {5 apps)

=1 : £

=3 Hide files or pictures {1 apps)

B utilities 32 apps)

B @ G I

Lifestyle (11 apps)
Social networking (5 apps)
Entertainment (4 apps)

Finance [2 apps)

View all

Insights from Installed Apps

E Chat applications {23 apps)
=] : g

{3 Hidefiles or pictures {3 apps)
EE Browser (2 apps)
=

Secure wipe (1 apps)

B O Y G

Social networking (21 apps)
Devefoper tools {23 apps)
Lifestyle {2 apps)

Utilities {7 apps)

View all

o® et
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Et toujours
plus

Fuzzy Model

App Genie

BSSID

o® et
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What is AppGenie?

AppGenie is a research tool that tnes to automatically identify specific artifact
types from device databases. The AppGenie analyzes databases based on past
decoding support, heuristics and can provide additional app data such as
Contacts, User accounts and Chats.

As a research tool, the suggested results do not replace native PA decoding and

should be used as preliminary/triage results for manual review, because it may
include false-positives and partial results. It's recommended to review results
before including them in your reports



Database View
I

4 Hide
android_metadata
bookmarks

clients
deleted_logins
favicons

history

logins
logins_disabled_hosts
metadata
numbers
searchhistory
sqlite_rmaster
sglite_sequence
tabs

thumbnails

Trucs et
Astuces

o® et

Hex View File Info
thumbnails (7) (425) ~ BE
mo =~
(15} () _id = url data
M 9 https://support.mezilla.org/en-US/kb/private-browsing-use-firefox-without-history SPNG
) 8 https:/fwww.goagle.com/search?q=private+tabs&lie=utf-B&oe=utf-88client=firefox-b @PNG
(&) I |httpi//smarterforensics.com/2016/09/a-glimpse-of-ios-10-from-a-smartphone-forensic-perspective/ SPNG
(13} (0) 6 hitps//smarterforensics.com/blog/ HPNG
{0 {m 5 https:/fwww.google.com/search?q=iphone+says+custom jailbreak&lie=utf-BRioe=utf-8Riclient=firefox-b [@PNG
() 4 |httpifm.mainlinehealth.org/ HPNG
{6) (¢ 4 hittp://m.mainlinehealth.org/ l9PNG
(31} (0) 2 |httpe/fwww.google.com/ loPNG
(23 (@) 1 hittp:/femarterfarensics.com/ oPNG
(47) 1 |httpi/fsmarterforensics.com/ GPNG
(@) 0 Plevcoeie-tovel &
(2} (0 0 @céq}-@@éE@?T“tm {fm.mainlinehealth -:rge_'é.ﬁf“ig |
o - s e mlmbimmbsabth A _'?_ r
- F Model
uzzy iviode
* App G
pp Genie
- “GoTo” Feat
O10 Freature
- C
arving
» Capture Vidéo — Comment l'utiliser ?
apuure viaeo — Lo ent rualiser
12
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Exemple d’utilisation de la capture vidéo

sisierel gy o IR

Extraction Summary (1) Chat (WhatsApp) (103) @ WhatsApp Chat (3) X
> (@) aopiep © WhatsApp Chat (9)
> BB G Pi Cor ion View View -
—_—
S £ e ~
o ¥ Export ™ Filters » Actions * ilter a 5 Instant Message Goto ~
Participants (2)
ac umn Source: WhatsApp
) \’5 Karolina Subject:
sapp.net i
" Timestamp:  1/29/2020 5:46:57 PM(UTC+0)
E Status:
d (15 ( - [ Extraction:  Logical (1)
M Ima - Source file:  Heather's iPhone/mobile/Containers/Shared/ ~
Conversation {
Me: Rany
= ¢ Select/Deselect all 9 messages
~
o o =
do the fi doit 13025280 bytes!
Do you want me to voice first? | can early next week Heather's iPhone/mobile/Containers/Shared/
[m] 2/6/2020 3:44:25 PM{UTC+0) AppGroup/
group.netwhatsapp WhatsApp.shared/
> il (1 Sources (2) f
@swhatsapp.net/8/0/8
ar o Karolina amLe
cal
> 370 Yes | prefer it this way. it's easier for me to put the animation and the VO in one process. | will continue to DFU
mode for now
jwhatsapp.net  Karolina
ih ac 2/6/2020 3:46:47 PMUTC+0)
A & Sources (1)
M I .whatsapp.net Karolina
I = . " hatsapp.net  Heather (owner)
r That means the same as "Tunes screen appears” as in other two videos? Or something else should happen o...
iPhc L = image/jpeg
op 02990760-c992-4e34-3804-79f545262855.)pg Atlachmen
hitps//mmg-fna.whatsapp.net/d/f/AsTcCknFig4UrkSFzEFxVyNGa8QL IVZBDVVemXmExhw.enc
>
2/11/2020 2:36:10 PM{UTC+0) audiofogg; codecs=opus
80abc02d-cb10-42a5-87bf-b18a063f4522.0p
=) httpsy//mmg.whatsapp.net/d/f/Am9DIZBenhw_L
% = Heather < >
i o Yep. Same thing. ;)
[ 2ms2020 3:0:49 PMUTC0) SharedContacts
Sources (2}
Body
] Er
o+
® L]
® . Map
g — v Position: 52
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MALWARE SUR ANDROID
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Le modele de sécurité sous Android

App1 App2 system_server
| t
Dalvik Dalvik Dalvik
Process Process Process
(UID 10000) (UID 10001) (UID 10001)
b 2 s s
4
/data/.../...app1 /data/.../...app2 /sys/* /dev/*
Linux kernel

i.*" Cellebrite



Meéthodes analyses de malwares

STATIQUE ET DYNAMIQUE

Quelqgues outils nécessaires:

JAD-X: https://qgithub.com/skylot/jadx

Apktool : hitps://ibotpeaches.github.io/Apktool/ (décompilation APK)

Dex2jar : https://sourceforge.net/projects/dex2jar/

Jd-gui (visual interface) : http://java-decompiler.github.io/

Android Studio : http://developer.android.com/studio

.t

*. Cellebrite
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Effets d’'un malware (en utilisant un emulateur)

R - iy
= -
." + -

APl Demos Browser Calculator Calendar Camera

O# &# & B

Custom DevTools Downlonads Email
Locale

Gestures  Messaging Music
Budder

Sattngs Speech Widget
Recorder Preview

. Fake app and it's permissions

.. Cellebrite

Recorder

== . . . = 9
Activate device administrator? R T

@ C6epbank —

Haxamure AKTHEHDOBATE AR NPOAONXEHNA

Change the screen-unlock
password

1ge the

Monitor screen-unlock attempts

Mo w the number of inc asswords

yords are typ

Activate

(—

Preview




Exemple analyse de malware

Nom Modifié le Type Taille
assets 08/05/2020 11:52 Dossier de fichiers
original D8/05/2020 11:52 Dossier de fichiers
res 08/05/2020 11:52 Dossier de fichiers
smali 08/05/2020 11:52 Dossier de fichiers
AndroidManifest.xml D8/05/2020 11:52 Document XI
| apktool.yml 08/05/2020 11:52 Fichier YML

\test>apktool krep.itmtd.ywtjexf-1.apk

Using Apktool 2.4.1 on krep.itmtd.ywtjexf-1.apk

Loading resource table.

Decoding AndroidManiFest.xml with resources...

Loading resource table from file: C:\Users\jpnoa\AppData\Locallapktool\framework\1.apk
Regular manifest package...

Decoding file-resources...

Decoding values */* XMLs..
Baksmaling classes.dex...
Copying assets and libs...
Copying unknown files...

Copying original files...

:\test>

" Cellebrite




Analyse de malware

few 1 3| I AEADNE £ [ AndroidManifest xml £3 |

oW N e

= O e - o

L e e e e
QW W

=)

T T
(LTS

Lo i o o
WO Wwm ;o

TF
o

Bl<?xml version="1.0" encoding="utf-8" standalone="no"?><manifest xmlns:android="http://sche]

<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission androi
<uses-permission androi ame=
<uses-permission android:name="android.permission.READ SMS"/>
<uses-permission android:name="android.permission.SEND_SMS"/>
<uses-permission and:c:.d:name-"a.ndraid.pcmissiun.HRITE_SHS"/)
<uses-permission and:n1d:nnm&-"a.ndroid.permission.READ_CONTACTS"/)
<uses-permission android:
<uses-permission androi

ame="android.permission.READ CALL LOG"/>

<uses-permission android:name="com.android.browser.permission.READ HISTORY BOORMARKS"
android.permission.READ SYNC SETTINGS"/>

<uses-permission android:nam
<uses-permission android:name="android.permission.READ CALENDAR"/>
<uses-permission android: ame="android.pemission.READ_LOGS"/)
<uses-permission androi ame="android.permission.READ PHONE STATE"/>
<uses-permission and:nld:name-“a.ndrcid.p:missiun.READ_PROFILE"/)

<uses-permission android:name="android.permission.SYSTEM ALERT WINDOW"/>
name="android.permission. RBCEIVE_BOO'I'_CDMPLETED"/)
com.android.alarm.permission.SET_ALARM"/>

<uses-permission androi
<uses-permission android:nam
<uses-permission android:name="android.permission.RECEIVE_SMS"/>
<uses-permission android:name="android.permission.READ SMS"/>
<uses-permission android:name="android.permission.SEND SMS"/>
<uses-permission android:name="android.permission.VIBRATE"/>
<uses-permission android: ame=“android.pcmission.GET_'E‘ASKS"/>
<uses-permission androi
<uses-permission android:name="android.permission.RESTART PACKAGES"/>
<uses-permission android:name="android.permission.GET_TASKS"/>
<uses-permission android:name="android.permission.CALL_PHONE"/>

<application android:icon="@drawable/ic_launcher" android:label="C6epb6anx" android:screenOrientation="portrait" android:theme="@android:
<activity android:name="krep.itmtd.ywtjexf.SampleOverlayHideActivity"/>
<activity android:name="krep.itmtd.ywtjexf.MasterPage" android:them
<activity android:name="krep.itmtd.ywtjexf ,MasterPage2" android:theme

<activity android:name="MasterNewTask"/>
<service android:name="krep.itmtd.ywtjexf.OverlayService"/>
<service android:name="krep.itmtd.ywtjexf.MasterInterceptor"/>

ame="android.permission.READ EXTERNAL STORAGE"/>
android.permission.WRITE_EXTERNAL STORAGE"/>

ame="android.permission.ACCESS_NETWORK STATE ot 4

|2 jadx-gui - evemnote.zip — O X
File View Navigation Tools Help
HBEls el e [EE L

1675.(‘5meraProxyCrash x ® com.evernote.android.camera.CameraEvent b 4 _4_

& CameraEvent(b$a) : void
& CameraEvent(c) - void
& mo6147a() : bsa

& mo6148b() : ¢

(1@ camerabxception

#-@ CameraHolder

(@ cameralifecyclalistenar
@ cameraProxy

#-@ camerasettings

+-G CameraState

@ camerautil

#-@ FocusHandler

-0 Focusstate

(#-@ PreviewOverlayTransformer
(@ SizeFinder

49

[ renamed from’ com evernote android camera. b %
ublic class CameraEvent{

*renamed from:a

private final C1042a {71143,

*renamed from: &Y

private final CameraException f7115b;

#* compiled from: CameraEvent ¥

/*renamed from: com.evernote.android.camera.b8a ¥

public enum C1042a ¢
CAMERA_OPEMED,
CAMERA_PREVIEW_STARTED,
CAMERA_PREVIEW_STOPPED,
CAMERA_RELEASED,
CAMERA_AUTO_FOCUS,
CAMERA_CANCEL_AUTO_FOCUS,
CAMERA_TAKE_PICTURE,
CAMERA_CHAMNGE_SETTINGS,
CAMERA_ADD_FRAME_CALLBACK,
CAMERA_REMOVE_FRAME_CALLBACK,
CAMERA_UNEXPECTED_ERROR,
CAMERA_EXCEPTION;

S renamed from:a ¥
public final boolean moB137a(} {
return equals(CAMERA_QPENED) || equals{CAMERA_PREVIEW_STARTED) || equals(CAMERA_UNEXPECTED_ER
3
¥

/* compiled from: CameraEvent %
#*renamed from: com evernote android camera bsb ¥

static class C1044b extends CameraEvent {
< >

ame="android.permission.KILL_BACRKGROUND PROCESSES" />

"@android:style/Theme.Translucent.NoTitleBar"/>
Gandroid:style/Theme.Translucent.NoTitleBar.Fullscreen"/>

Cellebrlte
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Les malwares sous iOS




Le modeéle de sécurité de I'iOS

SOFTWARE HARDWARE AND FIRMWARE

el

I

OS partition

File system

i Graphic From: https://www.oreilly.com/library/view/mobile-application-
<. Cellebrite penetration/9781785883378/ch02s07.html



A la chasse aux malwares

Malware Evénements
Scanning temporels

Liens cliques Télechargements

i.*" Cellebrite

Applications
Installees

22



Utilisation de la fenétre de trace

DANS PAALLER A VUE/VIEW >TRACE WINDOW

Trace window

Clear

84743 PM
24743 PM
24T 44 PRI
24744 PM
84746 PM
8:49:10 PM
2:4%10 PM

Q000000

Total merging run: 00:00:00.08

Total load time: 00:01:07.61

Universal_Android Access #2 Thumbnail cache (69256192), loaded to memorny.

Setting project time zone

Adding project processor...

PP: Starting last stage for project: 9b147c45-1603-44f1-8d54-057f6e14421e (15 items)
Finishing extraction info...

8:49:10 PM
408:50 PM
4:0%:03 PM
4:10:28 PM

@09

PP: Last stage completed: 00:00:00.30, F:roiectri:l: Ob147cd3-1b03-44f1-8d54-05T7f0e1442 Te, Caseld: e55005a%-c2ac-40d4-8617-97d1f9de5317
Malware Scanning started.
MNumber of signatures: 13719950

Malware Scanning finished. Malware found: 0, Runtime: 00:01:28.87

I

*. Cellebrite
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i: Pas de résultats — PAS

7
yZ -
~

VRAIMENT UNE SURPRISE

 Avez-vous vérifié la fenétre de Trace ?
 Etes vous sur Android ou iOS ?

« Avez-vous mis a jour vos signatures?
» Pas commun d’avoir des signatures connues sous iOS

* Quelle version d’iOS avez vous ?
* Quelle type d’acquisition avez-vous ?
» Avez-vous une période precise ?

24



Etapes suivantes

Typage des
applications

i.*" Cellebrite

Timeline

Téléchargements

Le reverse
ingénéring de
malware est manuel
sous I0OS (pas dréle)

25



TCC.db (1)

@® TCCdb x Learn more (0 Extraction Summary (1) =~ O TCCdb =« ) Extraction Summary (1) ~
Database View Hex View File Info
{Hide access (136) < BB
|ar.cess {136) | -~ =
access_overrides (0) service » & client - client_type ~ allowed »
athVE_pOIfCY i © kTCCServiceAddressBook |orgwhispersystems.signal 10 i
active_policy_id © KTCCServiceBluetaothAlways |com fitbit FitbitMobile o l1
admin M ||iTccServiceBluetoothAlways [comisianifyFue Blie. o A
£xpired ) kTCCServiceBluetoothAlways (com.hammerandchisel.discord VD L
policies 0 kTCCServiceCalendar us.zoom.videomeetings 0 1
sqlite_master (3} kTCCServiceCamera Inetwhatsapp.WhatsApp 1 O 1
kTCCServiceCamera |com.tayopagroup.picaboo 0 i
kTCCServiceCamera com.facebook. Messenger 0 1
KTCCServiceCamera gc.o.m.s.k_s_(p.é.sigypé - -é{l :‘E
kTCCServiceCamera com.skout.SKOUT 0 1
KTCCServiceCamers lcom mywiickrawickr o 1
kTCCServiceCamera |com.tinginteractive.usms _VD L
kTCCServiceCamera |com.herzickhouseparty 0 1
i(T_Cé.S.gr\.r_ice.Ca.mer;a : :.corn.\fib-z_a.r. 2 ) O :1 i
kTCCServiceCamera (com.zhiliaoapp.musically 0 1
kTCCServiceCamera .c_o_rn.we_arezeté._z_clie_nt._ic;s _50 :T
kTCCServiceCamera |com.mentionmobile.cyberdust {J L
kTCCServiceCamera \jpnaverline 0 1
_i(.'_I'(IZC_Ser.\.ri_ceC.,an;lér.a. :.cd..b.ab.ypenguin.imo O :T
kTCCServiceCamera |com.coverme.covermeAdhoc _ED 1
T erice Cotfieds orgwhispersystems signal | 0 L
kT_CCSgr\.r_iceCamera _com.burbn.threads O _1 i
kTCCServiceCamera com.mewe 0 1
kTCCServiceCamera _;ph.hel_ggra.'!'el_e_grap_h _ED :T
kTCCServiceCamera |com.burbn.instagram {J L
KTCCServiceCamera us.zoom.videomestings o L
'k_TCC:Sei"vi_c'eLh@ﬁ)'éo! !Eor'n':ép'p1e‘TrL)'sfedﬁeé'r's'Héfpef 0 L
kTCCServiceliverpool com.apple.mobilenotes 0 1
kTC{_Z_S_erwceLwefpooi E;om.a].J_P_i_e_.rnQbiIesa_f_ari D :'F
KTCCServiceliverpool |com.apple.stocks O L
kTCCServiceliverpool |com.apple.newsdaemon 0 il
kTCCServiceliverpool com.apple.VoiceShortcuts o i
kTCCServiceliverpool ph.telegra.Telegraph 0 1
KTCCServiceliverpool _cqm.a_pélg:Ma.ps 0 :1
kTCCServiceliverpool |com.apple.news O L
kTCCServiceliverpool \com.apple.iCloudNotification VD L
kTCCServiceMicrophane \orgawhispersystems signal it L
kTCCServiceMicrophone co.babypenguinimo 0 1
kT-CCSérv.iceMicruphone %com.burbn,threads 0 :1 .
kTCCServiceMicrophone com.coverme.covermeAdhoc |0 1
~ £




TCC.db (2)

® TCCdb x

Database View

4 Hide

access
access_overrides
active_policy
active_palicy_id
admin

expired

policies
sglite_rmaster

Learn more

Hex View

(136) | ~
o)
()
o)
m
o)
@
(13)

) Extraction Summary (1) ) TCCdb » (O Extraction Summary (1) =
File Info

access (136) 5B

Iser\l'il::lta w 4 client s client_type ~ -allowed e

kTCCServiceMicrophone
KTEGSerdceicrophone
kTCCServiceMicrophane
kTCCServiceMicrophone
KTCCServiceMicrophane
kTCCServiceMicrophane
kTCCServiceMicrophane
KIUCServiceMicrophane
kTCCServiceMicrophone
KTECSendceMiciophane
kTCCSenviceMicrophane
kTCCServiceMicrophone
kTCCServiceMicrophane
kTCCServiceMicrophane
kTCCServiceMicrophane
kI Senncehicrophone
kTCCServiceMicrophone
KTEGSerdceicrophone
kTCCSenviceMicrophone
kTCCServiceMicrophone
kTCCServiceMicrophone

|co.babypenguin.imo
|com.burbn.threads

com.coverme.covermeAdhoc

[jp.naver.line
jeomlentdesientihone
|com.viber
\ph.telegra.Telegraph
|com.burbn.instagram
|com.toyopagroup.picaboo
(et whatsapp WhatsApp
|com.mywickrwickr
|com.wearezeta.zclientios
jcor.skype skype
|com.facebook.Messenger
|com.mewe

{commi.Skout SKOUF
|com.tinginteractive.usms
[eonhammeranidhiseldistord
|com.herzick.houseparty
|us.zoomvideomeetings
com.zhiliaoapp.musically

kTCCServicePhotos

'(TCCServiceMotion lcom.apple.Health
kTCCServicePhotos |com.atebits. Tweetie2
It Eeonc higtos detitautanicia
kTCCServicePhotos |com.tinginteractive.usms
KTECServiceRhiotus Eonmviber
kTCCSenvicePhotos |com.burbn.threads )
kTCCServicePhotos |ch.protenmail. protonmail
KTECEErvicePhatos teor.SlettrirleSilentPhnde
kTCCServicePhotos |net.whatsapp.WhatsApp
kTCCServicePhotos |com.wearezeta.zclientios
kI Servicebhiotos (eom.cotermeichvemmieAdhing
KTCCServicePhotos |com.skout. SKOUT
KTECServiceRhiotus [Eontoyopantoupipicabos
kTCCServicePhotos |us.zoomvideomeetings
kTCCServicePhotos |ph.telegra.Telegraph
EICCServicePhotas orgwhispersystemasigrial
kTCCServicePhotos \imgurmobile
kTCCServicePhotos |co.babypenguin.ima

com.burbn.instagram
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La chasse continue

Timeline

Teléchargements

Browser et liens

Etudier toute trace




Analyse de malware

[ MW ' Pokémon GO 0.39.0.ipa
ol = [lERE R = Q search
Name ~  Date Modified Size
B iTunesArtwork Today, 11:26 AM 634 KB
f iTunesMetadata.plist Tor Open B
¥ MEIAZINE &L Show Package Contents 3
i com.apple.FixedZipMetadata.bin Se is
7 com.apple.ZipMetadata.plist se Move to Trash {s
¥ | Payload To| Get Info -
[ i
Rename
Compress “pokemongo” ‘
Duplicate
Make Alias ‘
Quick Look “pokemongo”
Share > ‘
Copy “pokemongo” ‘
Show View Options

.o.+
L .

*.. Cellebrite

) @ ~, pokemongo
Y = [lENE=EE -2 Q_ Search
~  Date Modified Size Kind
_CodeSignature Sep 22, 2016, 8:04 AM - Folder
Applcon57x57.png Sep 22, 2016, 8:04 AM 10 KB PNG image
Applcon57x57 @2x.png Sep 22, 2016, 8:04 AM 29 KB PNG image
ApplconB80x60@2x.png Sep 22, 2016, 8:04 AM 32 KB PNG image
Applcon60x60@3x.png Sep 22, 2016, 8:04 AM 56 KB PNG image
Applcon72x72@2x~ipad.png Sep 22, 2016, 8:04 AM 39 KB PNG image
Applcon72x72~ipad.png Sep 22, 2016, 8:04 AM 13 KB PNG image:
Applcon76x76@2x~ipad.png Sep 22, 2016, 8:04 AM 42 KB PNG image
Applcon76x76~ipad.png Sep 22, 2016, 8:04 AM 14 KB PNG image
Applcon83.5x83.5@2x~ipad.png Sep 22, 2016, 8:04 AM 50 KB PNG image
archived-expanded-entitlements.xcent Sep 22, 2016, 8:04 AM 308 bytes Document
Data Sep 22, 2016, 8:04 AM -- Folder
globalgamemanagers Sep 22, 2016, 8:04 AM 1.1 MB TextEd...um
globalgamemanagers.assets Sep 22, 2016, 8:04 AM 256 KB Document
globalgamemanagers.assets.resS Sep 22, 2016, 8:04 AM 2.4 MB Document
levelO Sep 22, 2016, 8:04 AM 6 KB TextEd...um
levell Sep 22, 2016, 8:04 AM 5 KB TextEd...um
level2 Sep 22, 2016, 8:04 AM 5 KB TextEd...um
level3 Sep 22, 2016, 8:04 AM 5 KB TextEd...um
level3.resS Sep 22, 2016, 8:04 AM 393 KB Document
~ Managed Sep 22, 2016, 8:04 AM -- Folder
2 methods_pointedto_by_uievents.xml Sep 22, 2016, 8:04 AM 17 KB XML Docun
;.f platform_native_link.xml Sep 21, 2016, 11:04 PM 627 bytes XML Docun|
4 preserved_derived_types.xml Sep 22, 2016, 8:04 AM 52 KB XML Docun
" Resources Sep 22, 2016, 8:04 AM = Folder
resources.assets Sep 22, 2016, 8:04 AM 20.5 MB Document
resources.assets.resS Sep 22, 2016, 8:04 AM 2.3 MB Document
resources.resource Sep 22, 2016, 8:04 AM 5.2 MB Document
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Références

SANS : and poster for585.com/poster

Practical Mobile Forensics: Heather Mahalik, Rohit Tamma 2nd Edition -

for585.com/books (free copy for you of the 2"d edition)

Use the same images | showed in the webinar

« https://thebinaryhick.blog/2020/02/15/android-10-image-now-available/
* https://drive.google.com/file/d/1GQP_y1340LHcq8eiDOYKAmMa62Q8GEyN5/view?usp=sharing

i.* Cellebrite .



La semaine prochaine...

Analyse du Timeline sous Windows 10

Prenez soin de vous et de ceux que vous aimez

.o.*

*. Cellebrite
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La parole est a vous ! |




