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HIGHLIGHTS WATCH ADVANCED ADB IN ACTION!

DEVICE SUPPORT U F E D 6. 1

m The fastest physical extraction (Advanced ADB) method

in the industry for thousands of Android devices. oy —~y - ‘
— You can now perform physical extractions directly > y
from the mobile device to any USB storage device ) ’ E

(USB 3.0 recommended) or to an SD Card for any
device with an SD card slot. UFED INFIELD UFED TOUCH UFED 4PC

— Generally, this capability works on devices with a ‘ . '
security patch level up to November 2016. Due to
the widely fragmented variety of Android devices, Watch video now! https:/player.vimeo.com/video/207027555
exceptions may apply.

— Unmatched data extraction speed and simplicity.

— To perform this extraction using an external USB ,
storage device, you will need cables OTG 501 and I‘NDUSTRY\

508. To register for the new extraction cables, as :
well as future ones, please click here. ﬁ EXCI.USIVE s

Device with Device without
SD Card SD Card

I NEW PHYSICAL EXTRACTION METHOD FOR
Micro-USB  using SD Cardor 20 B® SXracied THOUSANDS OF ANDROID DEVICES!

Connector  using cable 501

Dramatically reduce your time to evidence with
Can be extracted next generation physical extraction technology,
using cable 508 Advanced ADB, for selected and the newest,
Android devices.

Device with  Can be extracted
Type-C using SD Card or
Connector  using cable 508

m Physical decoding support is now available for the
4 Alcatel devices running Spreadtrum chipset (SC6531)

This ground-breaking capability allows Cellebrite
customers to perform decrypted physical extraction,
that was introduced in UFED 6.0 - Alcatel 1016G One via a unique temporary rooting method, which in

Touch, 1016D One Touch, 3022G One Touch and 2040D many cases was not possible, until today!
One Touch. Supported data types: SMS, call logs, contacts

This version supports 113 tested and approved
and calendar. Android devices. However, this capability should be
supported on many other devices. If a specific device

APPS SUPPORT is not supported, we recommend that you use a
m 209 updated application versions. similar model or any generic Android profile.
FUNCTIONALITY

m UFED's new look
m Discover our Advanced Investigative Services



https://player.vimeo.com/video/207027555
https://player.vimeo.com/video/198848461
https://player.vimeo.com/video/207027555

To learn more about CAIS, please visit: www.cellebrite.com/

FORENS'C DEV'CE PR[]FII_ES v.6.1 Total Pages/services or go.cellebrite.com/cais_unlock

Logical extraction 119 9,215
Physical extraction* 200 5,028
File system extraction 73 5,035
Extract/disable user lock 7 2,495
Total 399 21,773

The number of unique mobile devices
with passcode capabilities is 4,103 *Including GPS devices

FUNCTIONALITY
ADVANCED LOGICAL FOR APPLE DEVICE DEVICES (10.2 AND ABOVE)

UFED'S NEW LOOK
Advanced logical extraction for Apple devices running iOS 10.2
We have launched a new and user friendly and above is now supported. Supported data types: Locations,
interface for UFED Touch2, UFED Touch and file system and data files.
UFED 4PC.

We have redesigned the user interface by

exposing all the functions in a clearer and HUW DU | RECE'VE CABLES 501 & 508?

intuitive way, with a more modern look and
feel for a greater user experience.

The new interface has given the UFED platforms
a much more appealing and sleeker look, making each function

easily accessible and intuitive. —- —
|§um"&m
But that's not all. We also refreshed the brand with new

iconography that we're excited to share with you!

The new Advanced ADB physical extraction method
requires dedicated cables:

m Cable No. 501 OTG - enables physical (ADB) extraction
for many Android devices with micro USB connectivity.
This cable has been part of Cellebrite’s cable kit since
May 2015. If you haven't received it yet, it is probably
because your shipping address is not up to date.

m Cable No. 508 OTG - enables physical (ADB)
extraction for the newest Android devices with USB
Type C connectivity. This cable is a new addition to
Cellebrite's cable kit.

DISCOVER OUR ADVANCED INVESTIGATIVE SERVICES To receive the cables, please follow the

instructions below:
Working on an important case and stuck at a certain point

with a mobile device? UFED 6.1 provides you with a solution
and will notify you if advanced forensic capabilities via our CAIS
service are available for a growing range of supported Android
and iOS devices.

m Update or approve your shipping address in
https://cellevault-mng.cellebrite.com/userModify
?newCableCampaign=true&cable=501,508

m Register your UFED device/dongle (if not
already registered)

CAIS's world-unique capabilities include device unlocking m Ifyou have more than one UFED license, please
(passcode revealing), lock-bypassing physical and file system make sure they are all listed under your account in
extractions, successfully overcoming the latest encryption My.Cellebrite and you will receive both cables per
challenges, and much more. any UFED license

m The cables will be shipped to users with a valid license,

CAIS | t isti bile f ic skillsets and
COMPIEMENES YOUT EXISHNG MOBIIE TOrensic SKsets an to the updated address in My.Cellebrite - free of charge

Cellebrite's UFED Series by extending evidence access to mobile
devices; accelerating your toughest investigations!
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SOLVED ISSUES

The following issues have been resolved:

m Fail to perform physical extraction for Samsung GT-E1200
and GT-E1200i devices via UFED InField Kiosk platform.

m Several issues related to identifying the UFED Camera in
UFED platforms.

m Tagged messages in UFED Reader may disappear after
saving session (.pas) file.

m Selecting chat and messages items in the Timeline View
and unable to see the selected items in the chat's model.

m Partial decoding of call logs for iPhone 4 A1332 device, as
part of physical extraction.

m Partial decoding of emails for Samsung Galaxy S6
SM-G920F device.

KNOWN ISSUES

m Image tags indication - When opening saved session from
a previous UFED Physical Analyzer version, some tags may
not be included.

GET YOUR VOICE HEARD TO
WIN ONE DEVICE UNLOCK

Cellebrite strives to provide you with advanced features
and capabilities that meet your expectations, needs and
requirements. As a valuable Cellebrite customer, we want
to hear from youl!

ase take a few minutes to answer a short survey which will
help us understand how UFED Physical Analyzer helps you
with your investigations and examinations, and we will
automatically enter your details into a raffle where we're
giving away 10 free unlocks via our CAIS service*.

s

P

>> Take Our Survey

Thanks in advance for your time and effort.

*For a chance to win one device unlock, please provide your details at the
start of the survey. One unlock per winner. Winners will be chosen at random.

This survey is also available in the following languages:

Portuguese - https://www.surveymonkey.co.uk/r/CellebritePA_PR
French - https://www.surveymonkey.co.uk/r/CellebritePA_FR
German - https://www.surveymonkey.com/r/CellebritePA DE
Chinese - https://www.surveymonkey.com/r/CellebritePA_CH
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PHONE FORENSIC SOFTWARE: UFED PA/4PC
DIGITAL FORENSIC ORGANIZATION: Cellebrite
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i0S: NEW AND UPDATED APPS

100 UPDATED Apps

PHONE FORENSIC HARDWARE: UFED Touch

Aliwangwang 4.0.8,4.1.0
Any.DO 4.3.0

ASKfm 41.5,4.2
Badoo 4.57.0,4.57.1
Baidu Maps 9.7.3
BeeTalk 2.532
Blendr 4.57.1
Booking.com 135
Chatous 3.7.0,3.7.1
Ctrip 4.4.0

Ctrip (Chinese) 7.02,71.0
Dolphin Browser 9.232
Endomondo 17.1.1
Evernote 8.0.3
Expedia 8.9,8.12
Facebook 77.0
Facebook Messenger | 102.0
FireChat 8.0.10,8.0.12
Firefox 8.12
Flipboard 3333
Foursquare 10.3

Glide 534

Gmail 5.0.10
Google App 22.0.0
Google Docs 1.2017.02203
Google Drive 4.2017.0200
Google Maps 4.27.0
Google Translate 5.5.1
Google+ 6.4.0

Grindr 3.017
Hangouts 14.0.0

HERE Maps 2.0.12

hike messenger 483

Hot or Not 457.0,457.1
Hushed 3.9.1

ICQ 6.13.0

imo 7.0.37,7.0.46
Instagram 10.6
InstaMessage 2.6.8,2.69
Kakao Story 423
KakaoTalk 5.9.10,6.0.2
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i0S: NEW AND UPDATED APPS (CONT...)

KeepSafe 7.1 Facebook 108.0.0.17.68

Kik Messenger 11.5.0 Facebook Messenger | 103.0.0.12.69

LINE 7.0.0 FireChat 8.0.13

LinkedIn 9.1.13 Firefox 50.0.1

MeetMe 11.7.0 Glide 10.300.058

Momo 7.5.6 Gmail 7.1.1.144151060.release

Odnoklassniki 6.9.1,6.10.1 Google Drive 2.7.012.19.36

One Drive 15.30 Google Maps 9.44.3

00V0o0o 312,313 Google Photos 2.7.0.145135027

Pinterest 6.18 Google Tasks 2.7.0

QQ 6.6.5,6.6.9 Google Translate 5.7.0.RC02.145020128

QQ Browser 7.2.1 Google+ 9.4.0.145003735

Runtastic 7.1 Grindr 3.0.13

Scruff 5.1001 GroupMe 5.6.4

Silent Phone 332 Hangouts 16.0.144731464

Skout 4222 HERE Maps 2.0.11166

Snapchat 9.45.10.0,10.1.0.0 hike messenger 483

Tango 3.30.214506, 3.30.214818 Hot or Not 4.59.0

Taxify 2.99,3.00 Hushed 3.9.1

Text Me Up 3.8.1 Inbox 1.38 (144264932)

textPlus 6.3.2 Instagram 10.6.0

TigerText 6.4 InstaMessage 256

Tinder 6.8.1,6.9.3 KakaoTalk 6.0.5

Tumblr 76,77 Keeper 10.5.1

Twitter 6.69.1,6.71 Kik Messenger 11.5.0.13198

Viber 6.5.7 LINE 7.0.1

Vine 6.0.1 LinkedIn 413

Vkontakte 2111 Meet24 1.29.10

Voxer 3.20.1 MeetMe 11.7.0.647

Waze 4.18.0 MobileVOIP Cheap 5.83

WeChat 653,654 Calls

Weibo 7.0.0 Momo /51

WhatsApp 2172 Mysms 6.42

Whisper 74975 Nike+ Run Club 2472

Yahoo Mail 412 Odnoklassniki 17.1.20

Yahoo Messenger 252 One Drive 4.9

Yandex Browser 17.1.0.2148 One Note 16.0.7766.1780

Yik Yak 410 00V00 302,315
Opera Mini 21.0.2254.111920
Opera Mobile 42.1.2246.112788

ANDROID: NEW AND UPDATED APPS
Path 5.10.0
96 UPDATED Apps Pinterest 6.8.0

AntiVirus Security 5931 POF (Plenty of Fish) 3.44.1.1417349

(AVG) Runtastic 7.1.3

Any.DO 3.4.28.10 SayHi 6.54

ApplLock 2221 Scruff 5.1002

ASKfm 421 Signal Private 3.284

Badoo 4.59.0 Messenger

BEM 32512 Skype 7.32.0.490

BeaTalk 530 Snapchat 10.1.0.0

Blendr 4.60.0 Swarm 2016.11.16, 2017.01.23

Booking.com 19 SwiftKey 6.5.1.44

Chatous 3.9.24 Talkatone 55

CM Locker 454 Taxify CA2.93

Dropbox 3224 Telegram Messenger | 3.16.1

Endomondo 17.1.2 Text Me Up 381

Evernote 7.9.7,7982 textPlus 634

Expedia 7.9.0,8.80 TigerText 6.5.502
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ANDROID: NEW AND UPDATED APPS (CONT...)

Tinder 6.7.2
Truecaller 7.85 Kyocera E6810, E6820, E6820TM
Tumblr 7.4.0.04 Lenovo P1c72 Vibe P1
TunnelBear v137 LG CDMA L16C Lucky, LS991 G4, AS992 G5, LS992 G5
Twitter 6.32.0 LG GSM K350n K8, F700L G5, H790 Nexus 5X, H791 Nexus
Uber 3136.10 5X, H815 G4, H818P G4, H840 G5 SE, H850 G5,
D851 G3, H910 V20, H918 V20, H990 V20, US991
UC Browser 11.2.0.915 64, K2207Z X Power
ViPole 180 Meizu M688C M3
Vkontakte 47.2 MobiWire STARXTREM 5
voxer 3.131.18431 Motorola GSM XT1622 Moto G4, XT1626 Moto G4, XT1641 Moto
Waze 4.18.0.1 G4 Plus, XT1642 Moto G4 Plus, XT1644 Moto G4
WeChat 6.5.4 Plus
Weibo 700 Chinese Android Elephone P9000 Lite, Tesla Smartphone 6.1
phones
WhatsApp 2.17.24
Oppo R7s Plus, R9m, R7sm, R9 Plusm A
Whisper 7.52
Samsung CDMA SM-G860P Galaxy S5 Sport
Yahoo Mail 5.12.2
Samsung GSM SM-J320FN Galaxy J3 2016, SM-J105B\DS Galaxy
Yahoo Messenger 253 J1 mini 2016, SM-J120AZ Galaxy Amp 2, SM-J120W
Yandex Browser 17.1.0.412 Galaxy J1 2016, SM-J120F Galaxy J1 6, SM-J320A
’ Galaxy J3 2016, SM-T377A Galaxy Tab E, SM-S320VL
Yandex Mail 313
andex el Galaxy Sky, SM-G550T Galaxy Ons, SM-G550T1
Galaxy On5, SM-N910F Galaxy Note 4, SM-G9208
Galaxy S6
WINDOWS PHONE: NEW AND PDATED APPS Sony F3111 Xperia XA, F3311 Xperia £5, F3113 Xperia
XA, F5122 Xperia X Dual, F5321 Xperia X Compact,
13 UPDATED Apps F8131 Xperia Performance, F8132 Xperia
Performance Dual, F5121 Xperia X, D5303 Xperia
T2 Ultra, E5306 Xperia C4, E5333 Xperia C4 Dual,
Facebook 23100 E5506 Xperia C5 Ultra, E5533 C5 Ultra, D6603
Facebook Messenger | 11.0.1 Xperia Z3, E6603 Xperia Z5
Kik Messenger 1.2.0.0 UMI TOUCH, SUPER
Nimbuzz 2.3.00 Verizon QTASUN1
Odnoklassniki 3.4.7.0 VIVO Xplay5A, X6Plus D, X6S A, X6Plus A, PD1415D X6D
00Voo 1.0.6.82 Vodafone VFD 200, VFD 500 Smart Turbo 7, VFD 700 Smart
Skype 227.0.20 Ultra 7
Twitter 32.0.1 Wiko Tommy
Viber 4560 Xiaomi Redmi 35S
Voxer 0.9.30 ZTE GSM NX512) nubia Z9 Max, A512 Blade, NX518) Nubia
W 3745 79 Max Elite, Blade V770 SoshPhone 3, Z831, Z832
aze S Sonata 3, 7833
WeChat 6.0.8.17
WhatsApp 2.16.288.0

PHYSICAL EXTRACTION (ADVANCED ADB) FOR

113 ANDROID DEVICES

Alcatel 5065N

Allview V2 Viper X

Altice STARADDICT 6, STAREXTREM 6

Asus POO0I, ZOOMD Zenfone 2 Laser ZE6OOKL, Z00TD
Zenfone 2 Laser ZE551KL, Z010D ZC550KL Zenfone
Max, Z010D ZC550KL Zenfone Max, Z011D Zenfone
2 Laser ZE601KL, Z0O12DA Zenfone 3 ZE552KL,
X013D Zenfone Go ZB551KL

Coolpad ¥91-921 Fengshang Pro 2, A8-930 Max

Gionee Ginin7

Hisense E76

HTC 0PKV100 One M8s, D825U Desire 825

Orange (SPV) Neva 80

Huawei ATH-TLOOH Honor 7i, CRR-ULOO Mate S, NXT-CLOO

Mate 8, NXT-DLOO Mate 8, NXT-TLOO Mate 8, NXT-
ALT0 Mate 8, NXT-L29 Mate 8, NXT-LO9 Mate 8,
VIE-LO9 P9 Plus, H1511 Nexus 6P, H1512 Nexus 6P,
PLE-703L MediaPad M2 7.0

PHYSICAL EXTRACTION WHILE BYPASSING LOCK

34 NEW devices supported

Alcatel A463BG Pixi Glitz, 4034X One Touch Pixi 3 4.0,
6039Y One Touch Idol 3 4.7

Allview P5 Life, A6 Lite, P4 Life

BLU DO10U Dash X

Bmobile AX1030, AX512, AX524, AX570, AX600, AX810

GOMobile GO400

Hisense L675

Huawei CUN-L21 Y5II, G6-L11 Ascend G6

Lenovo A2010-1 A2010

LG CDMA VS500PP K8 V

LG GSM H420F Spirit, K520 Stylus 2, K530F Stylus 2 Plus,

D693n G3 Stylus, F720L Stylus 2, US991 G4, M150

Chinese Android
phones

Goophone 6S, Tesla Smartphone 6.1

Motorola GSM

XT1700 Moto E3

POSH

X510B Revel Pro

Samsung GSM

SM-J5008 Galaxy J5 Duos, GT-S6500 Galaxy Mini 2,
GT-S6500L Galaxy Mini 2
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Smartisan

YQ601 U1

Tablets Samsung GT-P3113TS Galaxy Tab 2 7.0

Tecno Y2

UMI TOUCH

Unnecto U4051 Swift

Vestel Venus V3 5010

ZTE GSM FIT 4G Smart, Orange Dive 30, NX403A Nubia Z5S
mini, Turkcell T60

Sony (SonyEricsson)

MT15i Xperia Neo, F3111 Xperia XA, F3311 Xperia
E5, SOL22 Xperia UL, F3113 Xperia XA, F5122
Xperia X Dual, F5321 Xperia X Compact, F8131
Xperia Performance, F8132 Xperia Performance
Dual, F5121 Xperia X, D5303 Xperia T2 Ultra, E5306
Xperia C4, E5333 Xperia C4 Dual, E5506 Xperia

C5 Ultra, E5533 C5 Ultra, D6603 Xperia Z3, E6603
Xperia Z5

Tablets QTASUNT1, VF-1497 Tab Prime 6, POOI, Samsung SM-
T377A Galaxy Tab E, PLE-703L MediaPad M2 7.0
PHYSICAL EXTRACTION Tecno Y2
UM TOUCH, SUPER
200 NEW devices supported Unnecto US5151 Bolt, U4051 Swift, U830 Rush
Alcatel A207GB, A463BG Pixi Glitz, 902A One Touch, Verizon QTASUNT
4034X One Touch Pixi 3 4.0 Vestel Venus V3 5010
Allview P4 Life, PS5 Life, A6 Lite VIVO Xplay5A, X6Plus D, X6S A, X6Plus A, PD1415D X6D
Altice STARADDICT 6, STAREXTREM 6 Vodafone VFD 200, VF-1497 Tab Prime 6, VFD 700 Smart Ultra
Asus P0OOI, ZOOMD Zenfone 2 Laser ZE60OKL, ZOOTD /
Zenfone 2 Laser ZE551KL, Z010D ZC550KL Zenfone Wiko Highway Pure 4G
Max, Z011D Zenfone 2 Laser ZE60TKL, Z012DA Xiaomi Redmi 3S
Zenfone 3 ZE552KL, X013D Zenfone Go ZB551KL
ZTE GSM FIT 4G Smart, F320, NX512) nubia Z9 Max, NX518)
BLU DOT0U Dash X, 2090 73 Nubia 79 Max Elite, V795 Kis Il, Z832 Sonata 3, 2792
Bmobile AX1030, AX512, AX524, AX570, AX600, AX810, Fanfare, Orange Dive 30, NX403A Nubia, Z5S mini,
AX1060 Negro A512 Blade, Blade V770 SoshPhone 3, 7831, 7833,
Coolpad Y¥91-921 Fengshang Pro 2, A8-930 Max Turkeell T60
Gionee Ginin7
GOMobile G0O190, GO400, GO778
e 08750 Desire 825, 0PKV100 One s FILE SYSTEM EXTRACTION WHILE BYPASSING LOCK
Hisense F20, L675, L678 STARADDICT 5, E76 )
Huawei CUN-L21 Y5lI, G6-L11 Ascend G6, NXT-L29 Mate 8, 11 NEW devices supported
NXT-LO9 Mate 8, VIE-LO9 P9 Plus, ATH-TLOOH Honor
7i, NXT-CLOO Mate 8, NXT-DLOO Mate 8, NXT-TLOO NTT Docomo SC-05G (Galaxy 56)
Mate 8, NXT-AL10 Mate 8, SCL-LO1 Y6, G7-L03 Samsung GSM SM-J320FN Galaxy J3 2016, SM-JT05B\DS Galaxy J1
Ascend G7, H1511 Nexus 6P, H1512 Nexus 6P, PLE- mini 2016, SM-J120H\DS Galaxy J1 2016, SM-J320H
703L MediaPad M2 7.0 Galaxy J3 2016, SM-A720F Galaxy A7 2017, SM-
G935W8 Galaxy S7 edge, SM-J5008 Galaxy J5 Duos,
Kyocera E6810, 6820, E6820TM SM, A520F Galaxy A5 2017, C9000 Galaxy C9 Pro,
Lenovo S90-t Sisley, A2010-1 A201, P1c72 Vibe P10 SC-05G (Galaxy S6)
LG CDMA L16C Lucky, VSS00PP K8 V, AS992 G5, L5992 G5
LG GSM D100g L20, K350n K8, D213c L50, H420F Spirit,

K520 Stylus 2, K530F Stylus 2 Plus, D693n G3 Stylus,
F720L Stylus 2, H918 V20, H990 V20, US991 G4,
K220Z X Power, M150, F700L G5, H790 Nexus 5X,
H791 Nexus 5X, H840 G5 SE, H850 G5, H910 V20

Chinese Android

Goophone 6S, Tesla Smartphone 6.1, Elephone

FILE SYSTEM EXTRACTION

73 NEW devices supported

Galaxy On5, SM-G890A Galaxy S6 Active, SM-G920A
Galaxy S6, 404SC (Galaxy S6 Edge), SM-G930T
Galaxy S7, SM-G928A Galaxy S6 Edge+, SM-G935FD
Galaxy S7 Edge, SM-G9208 Galaxy S6

h Alcatel A207GB, A571VL One Touch Pixi Avion, A463BG
phones P9000 Lite Pixi Glitz, 902A One Touch, 4034X One Touch Pixi
Maxcom MM238 3G, MM721 3G 34.0,5027B Dawn
Meizu M688C M3 Allview P5 Life, A6 Lite
Motorola GSM XT1039 Moto G, XT1700 Moto E3, XT1622 Moto G4, Altice STARADDICT 6, STAREXTREM 6
XT1626 Moto G4, XT1641 Moto G4 Plus, XT1642 Amazon SVOSLN Fire
Moto G4 Plus, XT1644 Moto G4 Plus
- Asus X008D Zenfone Pegasus 3, Z00SD Zenfone Go
Nokia GSM X6-00 (RM-559) 7CA51TG
NTT Docomo SC-05G (Galaxy S6) BLU DO10U Dash X, 7090 73
Oppo R9m, R9 Plusm A, R7s Plus, R7sm Bmobile AX1030, AX512, AX524, AX570, AX600, AX605,
Orange (SPV) Neva 80 AX810, AX1060 Negro
POSH X510B Revel Pro GOMobile GO190, GO400, GO778
Samsung CDMA SM-G935P Galaxy S7 Edge HTC 2PST2 Desire 530, Desire 826, D825U Desire 825
Samsung GSM SM-J320FN Galaxy J3 2016, SM-JT05B\DS Galaxy J1 Hisense C20 Infinity KO, F20, F31, L675, L678 STARADDICT 5
mini 2016, SM-GI35W8 Galaxy 57 edge, SM5008 Huawei CUN-L21 Y5II, AN-LOT Nova, G6-L11 Ascend G6,
Galaxy J5 Duos, SC-05G (Galaxy S6), SM-J120AZ KI-L21 GRS, NXT-L29 Mate 8
Galaxy Amp 2, SM-J120W Galaxy J1 2016, SM-J120F —
Galaxy J1 6, SM-J320A Galaxy J3 2016, SM-T377A Lenovo 590-t Sisley, A2010-1 A2010
Galaxy Tab E, SM-G550T Galaxy On5, SM-G550T1 LG CDMA L16C Lucky, VS500PP K8 V
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LG GSM

L44VL Rebel, L62VL Premier, D100g L20, K430T
K10, X210 K7, K350ds K8 Dual, K350n K8, D213c
150, H420F Spirit,K430H K10, K520 Stylus 2, K530F
Stylus 2 Plus, D693n G3 Stylus, F720L Stylus 2,
K430TV K10 TV, M150

LG GSM

L62VL Premier, L44VL Rebel, K520 Stylus 2, D100g
20, X210 K7, D213c L50, MP260 K20 Plus, K350ds
K8 Dual, K350n K8, B460 True, K430H K10, K430Y

K10, K430T K10, K430TV K10 TV, D693n G3 Stylus,
LG-H872 G6, M150

Chinese Android
phones

Goophone 6S, Tesla Smartphone 6.1

Chinese Android
phones

Goophone 6S, Tesla Smartphone 6.1

Maxcom MM238 3G, MM721 3G Maxcom MM238 3G, MM721 3G
Meizu M576H Pro 5 Meizu M576H Pro 5
MobiWire STARNAUTE 3 MobiWire STARNAUTE 3

Motorola GSM

XT1039 Moto G, XT1700 Moto E3, X1557 Moto G
Turbo

Motorola GSM

XT1557 Moto G Turbo, XT1039 Moto G, XT1700
Moto E3

Nokia GSM X6-00 (RM-559), Fake Nokia E79+

NuuMobile 78

Oppo F1t F1, RO Plusm A

POSH X510B Revel Pro

Samsung GSM SM-J320FN Galaxy J3 2016, SM-J105B\DS Galaxy J1
mini 2016,SM-J120H\DS Galaxy J1 2016, SM-T585
Galaxy Tab A 10.1 2016, SM-J320H Galaxy J3 2016,
SM-A720F Galaxy A7 2017, SM-G935W8 Galaxy S7
edge, SM-J5008 Galaxy J5 Duos, SM-A520F Galaxy
A5 2017, C9000 Galaxy C9 Pro

Smartisan YQ601 U1

Sony (SonyEricsson)

MT15i Xperia Neo

Tablets

QTASUNT1, SVI98LN Fire, VF-1497 Tab Prime 6

Tecno Y2

UMI TOUCH, SUPER

Unnecto U613 Quattro S, U5157 Bolt, U4051 Swift, U830
Rush

Verizon QTASUNT1

Vertu VM-06 Signature S 2017 S

Vodafone VFD 200, VF-1497 Tab Prime 6

Wiko Highway Pure 4G

ZTE GSM Blade A110, FIT 4G Smart, F320, NX512) nubia Z9

Max, NX518) Nubia Z9 Max Elitem, V795 Kis II, 2832
Sonata 3, Z792 Fanfare, Z797C Quartz

LOGICAL EXTRACTION

NiU 4D2 Tek 4D2, AC4E31043 Andy 4E, TC5D1043 Tek
5D, Andy 5.5E

Nokia GSM X6-00 (RM-559), Asha 515 (RM-952)

NuuMobile 78

Oppo F1t F1, R9 Plusm A, A1601 F1s

POSH X510B Revel Pro

Samsung CDMA SM-J727V Galaxy J7 (2017)

Samsung GSM SM-J120H\DS Galaxy J1 2016, SM-J120M\DS Galaxy
J1 2016, SM-J320H Galaxy J3 2016, SM-J5008 Galaxy
J5 Duos, SM-A720F Galaxy A7 2017, SM-A520F
Galaxy A5 2017, SM-T585 Galaxy Tab A 10.1 2016,
SM-J727A Galaxy J7 (2017), SM-G935W8 Galaxy S7
edge, GT-S6500L Galaxy Mini 2, C9000 Galaxy C9
Pro

Smartisan YQ601 U1

Tablets Verizon QTAXIAT, Amazon SVI98LN Fire, SM-T585
Galaxy Tab A 10.1 2016, VF-1497 Tab Prime 6

Tecno Y2

uml TOUCH, SUPER

Unnecto U613 Quattro S, U4051 Swift, U5151 Bolt, U901 Air
4.5, U830 Rush

Vertu VM-06 Signature S 2017 S

Vestel Venus V3 5010

Vodafone VFD 200, VF-1497 Tab Prime 6

Wiko Highway Pure 4G

ZTE GSM NX512J nubia Z9 Max, NX518) Nubia Z9 Max Elite,

/832 Sonata 3, FIT 4G Smart, F320, Z792 Fanfare,
7797C Quartz, V795 Kis I, Z971

119 NEW devices supported

Alcatel A463BG Pixi Glitz, A207GB, A462C Pixi Eclipse
(Bluetooth), OT-806A, 902A One Touch (USB),
902A One Touch (BT), 4034X One Touch Pixi 3
4.0, 5027B Dawn, A571VL One Touch Pixi Avion
(Bluetooth)

Allview P5 Life

Altice STARADDICT 6, STAREXTREM 6

Amazon SVI8LN Fire

Asus Z00SD Zenfone Go ZC451TG, X008D Zenfone
Pegasus 3

BLU DO10U Dash X, Z090 73

Bmobile AX570, AX512, AX524, AX600, AX605, AX810,
AX1030, AX1060 Negro

GOMobile GO190, GO400, GO778

HTC Desire 826, 2PST2 Desire 530

Hisense C20 Infinity KO, F20, F31, L675, L678 STARADDICT 5

Huawei NXT-L29 Mate 8, PRA-LX1 P8 Lite 2017, Y560-L03
Ascend, CUN-L21 Y5II, CAN-LOT Nova, KII-L21 GR5

Kyocera E4710 Dura XE

Lenovo P1c72 Vibe P1

LG CDMA L16C Lucky, VS500PP K8 V, VS501, LGVS988
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CRYPTOGRAPHIC HASH VALUES INFORMATION

You can validate the integrity of Cellebrite’s UFED software files by verifying their cryptographic hash values. This can help you identify

whether a file has been changed from its original state.

Product

MD5

SHA256 (RECOMMENDED)

UFED Touch 1
(cpkg)

acf990691f1567723f0e97384d0e4625

17ea7ab0b73601739a45c61eef81f4a20cf08a37ca1044bb87c7a6f7bc37136e

UFED Touch 2
(cpkg)

f02098bbf7187d04c7c91f9a1e72c849

35b88fc70chc30c5712ce28dac5346f220eac9b341de27048ce499d162ccc504

UFED 4PC
(exe)

Seedead5f2c8a2536ddc7e7a994fcala

3e23ed87fc4d8efb3d21be3405e15439052f857a40d63f3dae54c02d8544a77f

UFED InField
(exe)

399ac615c0f00b693022144d31cf35ae

31e1651f83872130b2d130dce1e91c20d20b4070b23131d4775456e8bd5bf8bf

UFED
Permission
Manager (exe)

8330a74740ed92712d461a30eb716779

a34288da9cd32b2ba76a27618cf48f631e2472e59fd4d3d9cb6ccf3666167780

UFED Logical
Analyzer (exe)

243144f3737623d29c7de52276a406cf

fe2f2fe72926aed5669fee4c833a73c4868a23d0fd5f13275296cb1e6d77b6c2

UFED Physical
Analyzer (exe)

aa’/c69cabde77ca02c593e67492cbc09

€9907a0e44b47a235ff30966fbbabde107dfb56acf0al4dae9b5b7585a79ade8

UFED Reader
(exe)

65de91f06b794003c7a2ca1a7088e2b8

89c590199ac46aaaa21d8df191fddc834b610956df0575b332a867d1cd9f801e

UFED Phone
Detective (exe)

184601d07115b0e6f36677149f0c2274

884fa245439e572b5ch8dc4cOfdf7fa0af5465fed8c1604119d61e252cb09dd6
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